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Deliverable 3.6 (v 1.1) Dependability and security aspects

Deliverable Description

Objectives
Analyse the dependability and computer security aspects of the EXaMINE
architecture, as specified in WP2 and WP3. The following aspects will be addressed:
Dependability of communication infrastructures
Security against external events and malicious attacks
Confidentiality and integrity of information

Communication performance.
Both Preventives and Emergency Security Control will be addressed.

Task Description

The task will include:
Analysis of the communicationflow amongthe nodescomposingthe
EXaMINE system and among EXaMINE nodes and other System
Operators hosts.
Identificationof thethreatmodelfrom a computersecurityperspectiveand
of thereliability, availability and safetycritical factorsin the architecture
from the computerand communicatiorsystempoint of view, with respect
to both the system components and the communication flow.
Identificationof performancendiceswhosevalue mustbe guaranteedor
systemsafety and availability and reliability constraints;analysisof the
performance of the communication protocol.
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Executive Summary

In this Deliverable some aspectsof the communicationsbetweenthe nodesof the
EXaMINE architecturewill be consideredogetherwith an analysisof somesecurity
issues. Various a priori remarks must be made:
costsof the implementatiormustbe somehowtakenat leastin perspectiveeven
if they will not be consideredexplicitly in this Deliverable;the final solutions
proposedseemto be costeffective,evenif no detailedcostsanalysishasbeen
done;in thebody of the Deliverable,othersolutionswill be discussedor which
not even preliminary considerations of costs have been done;
the requirementof fast phenomenand almostreal-time communicationswill
be the most stringentand difficult to satisfy and guaranteeandwill requirea
very carefuldeploymentof the solutiontaking in full consideratiorall possible
issues;
fulfillment of the securityrequirementgonflicts with the previousrequirements
of almostreal-timecommunicationsthus a balancemustbe found betweenthe
needed performances and the security impediments.

This Deliverable is divided in 4 PARTS.
PART 1 dealswith the networkdesignto satisfyall the communicatiomeedsof
the EXaMINE project. Starting from a classification of the requirements,
possible solutions will be presented.
In the secondPART the issueof dependabilityof the communicationswill be
considered PART 2 will be divided in two sections,the first one on high-
availability and the secondone on security with respectsto external attacks.
Within these two sections all aspects of dependability will be considered.
In PART 3 the suggested solution will be described.
In PART 4 an analysisof the Dependabilityof the communicatiometworkwill
bedone according to some results of the DSoS project [46].
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1 Communications I nfrastructure

1.1 Network Classification and Requirements

Different network communicationsare requestedbetween different parts of the
EXaMINE project. From a geographicalpoint of view there are two classesof
communications:
1. long distance which for this Deliverablewill be interpretedasa maximum
distance of 10,000 kilometers;
2. regional distance, which is limited to a maximum of 500 kilometers.

The communications can be divided in four classes depending on their type and
contents:
1. inter-regional communicationsused by the Preventive Mode; these
communications are long-distance;
2. dataexchangefor the TransientStability phenomenonin the Emergency
mode; these communications are regional-distance;
3. data exchangefor the Voltage Stability phenomenonin the Emergency
mode; these communications are regional-distance;
4. network management communications, common to all networks.

We will now discuss the requirements for these four classes of communications.

1.1.1Inter-regional communications

Data exchangefor the protocolsof the Preventivemodeis bursty, that is at various
momentsduring the day therewill be aninteractionbetweenwo regionalArea Centers
which requiresthe suddenexchangeof a quantity of data. The amountof datato be
exchangedn the worstcaseis of about100KBytes,andthe full processshouldtakeno

longerthan5 minutes.Data exchangds donein 2 phasesin the first phasethe ICCP
protocolis usedto transfergeneralinformationabouteachregionalAreaborders By an
analysisof thesedata,it could be requestedo startthe secondprotocolwhich requires
theexchangef moredetailedinformationin manyiterations.Thuscommunications in

burstsandrequiresto transferpacketswithin reasonabléime betweerthelocations.In a
worstcasescenariat will beassumedhateachburstconsistof transferringlKByte of

data within 1 second.

Requirements transfer 1KByte of data within 1 second.

1.1.2Transient Stability communications

The topological setupis the following: in somelocationsthere are the PMUs which
must sendinformation to the regional Area Server! In this projecttwo PMU models
havebeenconsideredpnewith a generatiorfrequencyof 50 measurementgerseconds
and one of 20 measurementper second.In the following analysisthe PMU with a

! Forwhatconcernghe issuesdiscussedn this Deliverable,a PMU canbe genericallyconsideredo
be a singledevicelocatedat a remotesite which takesmeasuregrom a generatorand sendsdatato
the regional Area Center via a computer network.

IST - 2000 26116 EXaMINE Paged /79



Deliverable 3.6 (v 1.1) Dependability and security aspects

frequencyof 50 measurementper secondwill be consideredln PART 3 it will be
describedwvhatwill changeif the other PMU modelwill be adoptedinstead. We will
assumdor the purposeof this analysisthatthe distancebetweerthe locationsis of the
orderof few hundredkilometers,neverexceedingb00 kilometers.The regional Area
Server ComputationalUunit must elaboratethe information and then possibly senda
remedialaction commandback to the appropriatenodesunderits control. Thereare
different requirementson the total delay within which the full proceduremust be
completeddependingon thetype of phenomenaviost of the phenomenaequirethatthe
full procedurefrom the startof the physicalphenomenorto the momentin which the
remedialactionis effective,is completedwithin 800ms.For a few rarephenomendhe
proceduranustinsteadoe completedwithin 500ms.In this Deliverableit will discussed
the possibility of satisfy this requirementfor all phenomenaso settingour maximum
total delay to 500ms. In Part 3 it will be discussed if this is possible.

The time needed for the procedure can be detailed as follows:

1. the PMUstake a measurement every 20ms and send it in a single packet; the
regional Area Server ComputationalUnit needsat most 180ms from the
beginning of the phenomenon to recognizea patternwhich requiresanaction.
Consideringalways a worst casescenario,it will be assumedhat from the
startof the physicalphenomenomo the momentwhenthe PMU sendghe last
packet needed for the detection there is a delay of 200ms;

2. the information sent by the PMU reachesthe regional Area Server
ComputationalUnit travelingon the network;the maximumdelayadmissible
for this travel must be assured in any circumstance;

3. the regional Area Server ComputationalUnit receivesand elaborateshe
information, then it preparesa remedial command and sends it; this
computation must be done within a fixed maximum delay;

4. the remedialcommandseachthe remotenodeswherethey mustbe putin
action; again the maximum delay for this transmission must be assured;

5. at the remote node, an action should be taken and completed;it will be
assumedhat from the arrival of the packetto the completionof the action
therewill be a delay of 70ms at mogt, including the time the devicetakesto
upload the packet from the network.

The aim of this partis to designa networkand provide specificationdor the hardware
andsoftwareof the hostssoto be ableto guaranteghatit takesa fixed maximumtime
strictly lessthan 500msfrom the beginningof the phenomenorno the enactingof the
remedialaction. The differencebetweerb00msandthe fixed maximumtime allowedis
a Safety Factor, which is consideredto be necessarydue to the possibility of lost
measurementslost packetson the network, need of longer time to recognizethe
phenomenomr a remedialactionwhich takesmorethan70msto complete.The reason
and the use of this Safety Factor will be described in detail in Part 2.
Moreover,the amountof informationexchangeds not too big, the typical higher-layer
packet containingthe data is at most 400Bytes. Indeeda PMU can send for each
measuremen66 single-float plus a time-stamp,this amountsto almost 300Bytes;
addingsomeextraBytesfor the applicationlevel protocolheadersthetotal datasent is
between300 and 400Bytes.It is estimatedin this project that a PMU will have a
maximumpacketgenerationfrequencyof 50 packetsper second,or one packetevery
20ms.This givesa datatraffic of approximatelyl60Kbps,not consideringoverheadiue
to lower layer encapsulation, nor encryption and other security overhead.
Thetopologyof the networkis a typical Star, with one center theregionalAreaServer
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Computationalnit, andmanysatellitesthe PMU andtheremotenodesvhereremedial
actionsare taken. No direct communicationbetweenthe satellitesis requested.This
implies that there are different requirementsbetweenthe satellites nodes and the
regionalAreanodefor whatconcernghe internalnetwork.Indeedat the satellitenodes
the internal networkis very simple sinceonly one deviceis connectedo it. Insteadat
the regional Area node many externallines arrive and more deviceswill be present
which will require the presence of a full Local Area Network (LAN).

A slightly differentconfigurationis possible andhasbeenconsideredn this project. At
eachpower plant therecan be more thanone PMU, andfrom the point of view of the
algorithmsall of them are consolidatedn a virtual PMU-plant. It is then possibleto
haveall PMUs sendtheir datato the regional Area Centerindependentlypr to havea
deviceat eachremotelocationwhich doesthe consolidatiorof the databeforesendingt
to the regional Area Center.This devicecould alsorun the Artificial Neural Network
(ANN). In this Deliverableit will be consideredthe casein which eachPMU sends
independentlyts datato the regionalArea Center.Modificationsandotherpossibilities
will be described where needed.

Requirements: transferpacketswith 400Bytesof dataevery 20msso that a remedial
action command is put in action within 500ms from the starting of the phenomenon.

1.1.3Voltage StabilityfCommunications

The setupis very similar to the one for TransientStability and somesatellite nodes
could be usedfor both measurementslhe kind of dataexchangeds the same,what
changesis the time requirement.Indeedto detecta Voltage Stability problemit is
requiredto analyzemeasurement®r afew secondandthe delayfrom the beginningof
the phenomenomno whenthe remedialactionhasto be enacteds of the orderof atleast
a few seconds.For these reasons,network solutions for the Transient Stability
communicationganbe adoptedalsofor the Voltage Stability communicationsThus,in
the following discussionof the networkingfor the Voltage Stability communications,
we will restrictourselvedo indicatepossiblemodificationswith respecto the solutions
described for the Transient Stability communications.

Requirements: trander packetswith 400Bytesof dataevery20msso that a remedial
action command is put in action within 2sec from the starting of the phenomenon.

1.1.4Network Management Communications

All theequipmentat remotelocations for the TransientandVoltage Stability casesand
networklinks in all casesmustbe monitoredandsomehostsmustbe accessedemotely
for maintenanceMaintenancecommunicationgdo not needparticular networkssince
datais smallanddelaysdo not needto be minimizedin the orderof the milliseconds.
Often maintenances donein-band thatis using the samenetwork asthe one for the
data. This solution could be adoptedhere, except that for the Transient Stability
networks, but it is not suggested in general for reasons which will be discussed in Part 2.

Requirements: allow communicationwith all remote hosts for maintenanceand
surveillance.
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1.2 Network Infrastructure

1.2.1General Considerations

In the next sectionsvarioustechnologicakolutionsfor the networkconnectivityof the
EXaMINE nodeswill be presentedNot all existing technologicalsolutionswill be
discussedn details,but only the oneswhich presenthemselvess the mostpromising
candidatesIn particular, technologieswhich are not enoughdependableor lack in
securitywill be only mentioned In particularradio links usinghigh orbit satelliteswill
introducetoo largedelayswhereadow orbit satellitesaretoo newandit is not clearyet
if their characteristicswill be able to match the requirementsof the EXaMINE
communicationsGroundlevel wirelesscommunicationsare at the momentlimited to
relatively shortdistancesyhich requiresthe implementation®f manyantennago relay
the signal with added extra delays. The dependability and security of wireless
communicatiommustalsobe considerecandcomparedvith wired communicationsand
arein favor of the latter ones. Moreoverfor the EXaMINE projectit hasbeendeemed
bestto presentsolutionswhich are technically deployabletoday, if at all possible,
leavingasidenewtechnologiesvhich asof todaycannotbeimplementedasthey do not
exist yet on the market.

Due to the different infrastructuresof the energycompanieghat could implementthe

EXaMINE system,it hasbeendecidedto presentsolutionswhich canbe implemented
both by thosethat own and managedirectly the datacommunicatiometworksbetween
their nodesandthosewho insteadrent circuits from CommunicatiorServiceProviders.
A detailed analysisof the problemsand strengthsof both approachess outsidethe

possibilitiesof this Deliverable.lt shouldanywaybe mentionedthat creatingnetwork

infrastructuregeservedor the useof public systemdike EXaMINE could be the best
approach to guarantee the dependability required by these systems.

The technologiesand solutionswhich will be describedwill, at the end, be standard,
well-establishe@ndproven.lt is consideredo beasuccesd it is possibleto satisfythe
requirements of the EXaMINE communication infrastructure adopting market
technologiesvhich arewell-establishedbasedon openandverified standardsadopted
andwell testedoy manyusersaroundtheworld. It hasto be notedthatthe technologies
which will be describechere,were not so easily availablefour yearsago. Indeedfour
yearsago it would have been much more difficult, if not impossible,to satisfy the
requirementsof the TransientStability Communicationsby leasing circuits from a
Communication Service Provider.

Moreoverin designingthe networkto connectthe EXaMINE nodes,it will be of the
utmostimportanceto considertiming propertiesthat the communicationnfrastructure
shouldprovide. For this reasona Worst Case Execution Time (WCET) analysiswill
be carried out all through this Deliverable.This is necessarysince for most of the
EXaMINE connectionsit is not important that in averag¢ the communicationwill
guaranteesome maximum delay, or that the infrastructureis able to deliver a large

2 SeealsoSection2.1.8for a brief discussiorof securityanddependabilityproblemsof othernetwork
technologies.
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guantity of data,but insteadit is very importantthat the informationwill be delivered
always within real-time constraints.

1.2.2Inter-regional Infrastructure

Theamountof datato transferis relativelysmall,indeed100KBytesin 5 minutesmakes
an averageof 3Kbps, whereas1lKByte per secondmeans8Kbps. Adding to these
numberghe headerslueto the lower protocolsandassuminghatthe datais transferred
in small packetsso that the headerswill be as muchasthe data,circuits of 20Kbpsor
30Kbpscouldin principle satisfytherequirementsEvenif therequirementsaresuch,it
is suggestedo adoptmuch fastercircuits sincethesegive betterassurancéor service
andhigherstability. A dedicated56Kbpsleasectircuit with, for example Frame-Relay
protocol could be adoptedas a WAN link. Alternatively if the site has a 2Mbps
connectionwith ETSO-ElectronicHighway, this could be usedalso for this traffic,
underthe strict requirementhat either somebandwidthis reservedfor this traffic, or
thatthe circuit is neverover 75% of its capacity,otherwisetherewill be bottlenecksand
the requirements for tfinter-regional traffic will not be satisfied.

It is suggestedo adoptaninternal LAN, to which the serversandthe local routersare
connectedwith standardfull-duplex 100Mbps EthernetconnectionsAgain the only
precaution is to avoid bottlenecks and if possible reserve bandwidth for this traffic.

Suggestions adopta dedicated256Kbpsleasedcircuit with, for example Frame-Relay,
or use a 2Mbps connection with ETSO-Electronic Highway.

1.2.3Transient Stability Infrastructure

The connectionbetweenthe PMU andthe regional Area ServerComputationalJnit is
consideredhere.ldentical considerationsan be donefor the connectionbetweenthe
regional Area Server ComputationalUnit and the nodesto which it should send
informationandin casea remedialactioncommand.The startingconfigurationfor the
analysisis indicatedin Figure 1. This configurationis possiblyover-simplified,butit is
taken as the starting point of the analysis.

= — s ——a——mmmm—

PMU Router Modem WAN Modem Router

Figure 1: Starting Network Configuration

The PMU is connectedto a router through a simple internal network, the router is
connectedo the long distancecarrier servicethrougha modemor equivalentdevice
(CSU/DSU,DCE/DTE etc.). The datatravelsthroughthe long distancecarrier service
network (dataWAN) to the regional Area Centerwhereanothermodemor equivalent
deviceis connectedo arouter.Thisrouteris connectedo a LAN to which theregional
Area Server Computational Unit is also connected.
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The timing composition is as follows:
- PMU handling time at the transmitter
transmission delay time on the LAN
time the routerneedsto receive,elaboratehe packetand sendthe packetout to
the modem
modem, or equivalent device, delay
transmission delay time on the WAN network
modem delay on the receiving side
router delay on the receiving side
network delay on the receiving LAN
regional Area Server Computational Unit handling time at the receiving side

To understandhow to interpretthe delays,it is necessaryo describehow the packets
travelalongthe physicalnetwork.Eachpacketis comprisedof a setof bits, eachoneof

themis sentasa signalon the physicalmediumin sequenceone after the other. The

usualunit adoptedfor this is the numberof bits per secondthat aninterfacesendson a

physicalmedium.If aninterfacerunsat 8Kbps,in onesecondit sendson the physical
mediuma full packetof 1KByte (1 Byte = 8 bits). This implies that the delay at the

arrival of afull 1KByte packet,thatis whenthe receiverhasthe full packet,is givenby

1 secondthetime the sendettakesto sendthefull packetplusthetravellingtime of the

signalsonthe physicalmedium?® Routersusuallyreceivea full packetbeforeexamineit,

acton it if necessaryandthen sendit to the outgoing interface.This behaviourof

routersintroduceslarge delays,and for this reasonnationalandinternationalnetwork
providerare introducingalternativetechniqueswvhich allow switching packetsthrough
routers(using for exampleMulti-Protocol Label Switching, MPLS [13]) reducingthe
delaysfor thetransitof packetsacrossheir backbonen somecasesvenby anorderof

magnitude.

The speedin bps of a telecommunicatiorink is usually taken as a measureof the
amountof informationthatcanbetransferredhroughthelink in onesecondIn thecase
of the PMU the amountof datais modest,on averagejust 160Kbps.What is more
importantis the delay it takesto transferthe dataandin orderto minimize this it is

necessary to increase the speed of the communication channel.

1.2.3.1 The LAN Segment

On the PMU segmentit has been proposedto use an Ethernet[6,21-23]
connectionbetweenthe PMU and the router. In this casetherecanbe a direct
physicalconnectiorwith a shortcablebetweerthe routerandthe PMU. In case
otherhostshadto be connectedo the router,it is suggestedhat the otherhosts
not be connectedto the sameEthernetinterface as the PMU using a hub or
switch. Thus,in this case the routershouldhaveatleast2 Ethernetinterfacesof
which one reserved for the PMU.

MAC framestransiton an Ethernetcable. The shortestpossibleMAC frameis
72Bytesthelongest1526Bytes26Bytesare MAC headersandtheremaining46

®  Actually the delay of the receiving interfaceis not exactly identical to the one introducedby the
sending interface but this can be ignored for the current purposes.
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to 1500 Bytes aredata. It hasbeensuggestedo uselP asthe protocol at the
network (second)level of the OSI stack.Thus 20Bytesof the MAC framedata
are|P headersMoreoverit will be suggestedo useUDP [16] at the transport
(third) level of the OSI stack, which addsanother8Bytes of headers.Thus,
without any application level data, a MAC frame has 54Bytes of headers.
Adding approximately400 Bytesof data,thetypical MAC frameis of 454Bytes,
which for purposes of estimates will be approximated to 500Bytes.

The PMU modelswhich havebeenconsideredor this projecthavehalf-duplex
10BaseTEthernetinterfaces A half-duplex10BaseTEthernetconnection(with

cables of Cat V) transmissionis approximately 3Mbps (this estimate is

conservative}.This implies that to transmita packetthe interfacetakes1.33ms.
The speedof the signalin a CatV cableis 231,000Km/se@ndfor a distanceof

20mt the signal takes 0.00008msto propagate.Using instead a full-duplex
100BaseTEthernetconnectionthe transmissiorspeeds approximately6OMbps
andthe interfacetakes0.066msto transmita 500Bytesframe.Thusat a remote
location whereis locatedonly a PMU, a half-duplex 10BaseTEthernetdirect
connectioncould be sufficient to guaranteean acceptabledelay. Otherwiseit

would be suggestedo alwaysto adoptat leastfull-duplex 100BaseTEthernet
connections to guarantee delays less than one millisecond.

At theregionalAreaCenter the topologyof the LAN is morecomplicatedandit
could not be possibleto make a direct Ethernetconnectionbetweenthe router
andtheregionalArea ServerComputationalUnit (see81.2.2.9. Thustherewill
be a reasonabléigh level switch (not an hub) with guaranteedast switching
characteristics.Ilt should be possible for example to use the cut-through
switchingmethodn which the LAN switchcopieson theinternalbufferonly the
destinationaddressjooks it up in the destinationswitching table to find the
outgoinginterface,andthenforwardsthe frameoutevenbeforeall theframehas
arrived.Using this method,contraryto the store-and-forwardswitchingmethod
no CRC [29] (error) checkof eachframeis performed,so no error is detected,
but the lowest latency is achieved. Some switchesallow to set user-defined
error-threshold so that if the error threshold is reached, the switch will pass to the
store-and-forwaranethod,andwhenthe error ratefalls belowthe thresholdthe
cut-throughmethodis appliedagain. The router(s)andthe local computerswill
be connectedto this switch. From the previous considerationit is strongly
suggestedo use a switch dedicatedonly to this traffic, and to use only full-
duplexFastEthernelinks. Doing so would guaranteahat the total delay on the
transmittingand receiving LANSs, including the handling time of the network
cards, will be at most of 2ms.

To further increasethe speedof transmissionat the regional Area Center, it
couldbe consideredo deploya full GigabitEthernet. AN at1,000Mbpsnstead
of a FastEthernehetwork.In this casethe transmissiorspeedis approximately
600Mbps and the interface takes 0.006msto transmit a 500Bytes frame.
Consequently the total delay on regional Area Center LAN, including the
handling time of the network cards, will be much less than a millisecond.

Forwhatconcerndransmissiorspeedpnly worstcasescenariowill be consideredindeedfor small
packetsand ignoring other traffic (like ARP), a 10BaseTEthernetcould run up to 3 times faster.
More correctly, a 10Mbps Ethernet runs at 10Mhz.

® A discussion of error detection will be done in Part 2.
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Moreoverit shouldbe consideredhe numberof PMUs connectedo theregional
Area Center. For exampleif 100 PMUs are connectedto the regional Area
Centerand eachone sendsevery 20ms400Bytesof data,500Bytespacketsa
100BaseTFastEthernet, AN will take at least 7ms to deliver them to the
ComputationalUnit. In caseeachPMU sendslarger packets,the delay can
becomeof the order of the tenth of millisecondsand it will be necessaryto
deploy a full GigabitEthernet LAN at 1.000Mbps.

Suggestions: adopt at least full-duplex 100BaseT Fast-Ethernet;for direct
connectionsto PMU (or equivalentdevices) half-duplex 10BaseT Ethernet
could be acceptable.

1.2.3.2 The WAN Segment

Analogousconsiderations$o the previouscasecanbe donefor the delaysof the
routerand WAN transit. First of all, the velocity of signalin an optical fiber is
205,000Km/secOn distancesof 500Km this implies a signal travel time of
2.5ms.Usually a Telecomserviceproviderwould not havea singleuniquefiber
going from one customerocationto another,but the signalswill passthrough
routers,repeatersmodemsetc. which will adddelays.A Europeancommercial
standardfor rented telcom lines which recently has started to be quite
commercially spread,is of circuits at a speedof 2Mbps (E1). A packetof
500Bytestakes 2ms to be transmittedby an interface at 2Mbps. The total
dimensionof the packetis givenby the IP [17,44] packetto which areaddedthe
headerof the DataLink Layer protocol whoselengthdependson the protocol
chosen.Usually the extra Data Link Layer headerscan go from 5Bytes to
50Bytes and since the UDP/IP packetsare of 428Bytesthe full transmitted
packetsshould always be at most of 500Bytes. Thus, theoretically,the data
underconsideratiorcould be transportedn approximatelysbmsfrom the sending
to the receiving router.

It is not easyto give ana priori estimateof the delaysfor a leased2Mbpscircuit
from a commercialTelecomoperator.Currentindustry standardresultsindicate
that averagedelays,as measuredvith icmp echo-request/echo-repl? packets
(alsoknown asping) [18] betweenrouterson the Europearbackboneof leading
operatorsareof the orderof 20ms(one-way); up to 40ms(one-way)for routers
belongingto networksof different operators[2,7,8,10,11,14,41,43]t is to be
noticed that the standarddimensionof an icmp echo-request/echo-replyP
packetusedfor thesetestsis betweerB4 and100Bytes.Testswith largerpackets
show that the delay does not change appreciably, just one or two more
millisecondfor 500Bytespacket,if the networkis with a very light load. On
regional, and not European, scale the average delays are of the order of 10ms.
The time the signal takesto reachthe customerpremiseson the 2Mbpsleased
line (the so calledlast mile) mustbe addedto this delay.Different technologies
exist for this connectionat the physicallevel it canbe copperor optical fiber,
andthe signalingprotocolcanbe SONET/SDH,HDSL or othervariantsof the
DSL family, Direct NumericalConnection(CDN) etc. The exact solution to be
chosen depends on many local factors like the distanceof the customempremises
to the closestPointof PresencéPOP)of the Telecomprovider,the possibility of

& All the estimates presented are conservative.
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deployingopticalfibers betweerthe POPandthe node thelengthandquality of

the copperlines etc. For eachnode a detailedstudy of the solutionsmust be
done,which guarantees delay of no morethan5msin the last mile, including
CSU/DSU or DCE/DTE terminals (improperly generically called modems)
latency.

In conclusionndustry standard2Mbps leasedcircuits of a singleprovidercan
offer customerrouter-to-routerone-way transfer time of small packets (full

packets of 500Bytes) of about 25ms on regional distances.

To achieve this result, and obtain guaranteedservice [27,32], besidesthe
physicallayer it is importantto use a correct Data Link Layer protocol. The
choiceof this protocolcanbe commonto all nodesor not. The currentindustry
standards to adoptthe Asynchronoud ransferMode (ATM) switchingprotocol
[1]. This protocolhasbeendevelopedor real-time,like voice andvideo, packet
switching and it lends itself very well to the currentsituation.ATM is a cell

switching and multiplexing technologywith guaranteedtapacityand constant
transmissiordelay in circuits from a few Mbps to many Gbps.Eachcell is of

53Bytesof which 5 are headersand 48 are datato be transported.Thusthe IP

packetin considerationshouldfit in 9 ATM cells. Telecomserviceproviders
offer ATM leasedpermanentvirtual circuits (PVC) betweentwo customer
endpoint routers with guaranteed bandwidth and maximum latency.

It mustbe noticedthatnot everyprovidercould be ableto offer an ATM circuit

in all locations,andalternativecircuits, like CDN, canbe adoptedasfar asthey
satisfy the requirements described in this document.

Suggestionsadopt2MbpsdedicatedATM WAN circuit with guaranteedielay,
it is suggestedo requesiguaranteedne-wayaverageadelayof the orderof 20ms
and maximum delay less than 60ms.

1.2.3.3More Considerations on the WAN and LAN networks

A few more points must be considered.In the previoussectionsit has been
proposedto usea 2Mbps ATM leasedcircuit to connecta PMU nodeto the
regionalArea Center,but the bandwidthusedat the IP level (headersncluded)
would be only of approximatelyl60Kbps.It could be consideredo use this
circuit for transmittingalso other data since only 1/10 of the capacityof the
circuit is used.(To havea fully reliablecircuit on averageno morethanhalf of
its capacity should be used.) If other data besides the packets sent by the PMU, is
senton this circuit it is possiblethatthe previousestimatedor the transmission
time will not hold. Indeedif otherdatais transmittedon the circuit, the PMU
packetwill haveto wait in the routerqueueuntil all previouspacketshavebeen
senton the circuit. This will add a delaywhich is difficult to estimateand that
invalidatesthe previousestimatesilt is possibleto divide the traffic in the router
assigning the packets coming from the PMU to a real-time, maximum
precedencegueue,all other traffic to low precedencequeues.When a PMU
packetarrivesin the routerit will be putin the maximumprecedencgueueand
it will be the next packetto be senton the circuit aheadof any other packet
comingfrom othersourcesalreadywaiting in the routerqueuesThis solutionis

" This doesnot meanthat one 48Bytespacketfits exactlyin one ATM frame, sincemore headersare
added in the data portion of the cell by the ATM Adaptation Layer protocol (AAL).
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still not good enoughbecausdghe PMU packetcannotpassaheadof the packet
thatis currently sentby the router.In the worst casein which a PMU packet
arrives just when the router has startedsendingon the circuit a 1500Bytes
packetthe PMU packetwill haveto wait thatthe full 1500Bytespacketis sent,
which will add a waiting time of 6ms at 2Mbps. Since the PMU packetsare
approximately500Bytes,one solutionto this problemis to reducethe MTU of
all routerinterfacesandof all hostsconnectedr which cansendpacketsto the
router,to e.g.600Bytesfrom the standardl500Bytesof Ethernet.On the other
side,this couldintroduceproblemsfor the communicatiorbetweerhostson the
LAN.

Another possiblesolutiorf to this situationis to use a fundamentalfeature of
ATM, thatis the possibility of creatingVirtual Channelswithin a Permanent
Channelln otherwords,it is possibleto divide the 2Mbpslink in sub-linksand
it is possibleto specify for eachsub-link the guaranteedapacity,delay etc. It
couldthenbepossibileto divide, for example, the 2Mbps link in two links of
1Mbps each.Being ATM a multiplexing protocol, it will sendon the wire
alternativelythe frames belongingto each Virtual Channel. Thusif oneVC is
usedby the small packetscoming from a PMU, the other VC can be usedby
other data, even with large packets. Indeed the small packets will not have to
wait sincethey will beimmediatelysent down the wire multiplexedwith the
largepacketsMoreoverthe speedf theinterfaceis still the same 2Mbps.What
changess that not all consecutivdramesbelongto the sameflow, sothatif a
packetdoesnotfit into oneframethe nextframescarryingthe restof the packet
will not be consecutiveto the first one. Effectively, in our examplewe are
halvingthe speedof the interfacesothatthe packetscomingfrom a PMU will be
sentat 1Mbps. This gives for a 500Bytespacketa delay of 4ms. Thusit is not
suggestedo usethe PMU dataWAN circuit alsofor othertraffic. If it is really
necessary to adopt such a solution, extremely careful evaluation must be done.

Analogousconsiderationshouldbe donefor the EthernetLAN. If on the LAN
thereare connectedalsootherhostsbesidegshe routerandthe PMU, and at the
regional Area Centerthe router and the ServerComputationalnit, delayscan
beaddedin the transmissiorof the PMU packetif othertraffic is runningon the
wire, in particularif packetsare arriving to the router or broadcasti.e. ARP)
packetsare sentto all hostson the LAN. In thesecaseshe PMU packetwill be
heldin queuefor examplein the PMU interfacecard, adding usually minimal
but in worst case scenario not tolerable, delays.

Analogousconsiderationshouldbe donefor the routeritself. The delay added

by a routerin receivingandforwardinga packetdependsiot only on the speed

of theinterfacesput alsoon the speedwith which therouterreadsandif needed

acts on the packet. This depends on the speed of the CPU and in reduced form on
theamountof RAM memoryof the router.Moreover,high level routersusually

offer fastforwarding (almostswitching) capabilities whereafter a first packetis
examinedby the CPU andits routing is found, all future packetsof the same

type are directly sentfrom the arriving interfaceto the sendinginterface,thus
reducingthe delay. An exampleof this is Cisco ExpressForwarding (CEF)
presenin recentlOS versionson high level Ciscorouters.Thusin consideringa

8 Other solutions exist, like Link Interleaving on ppp-multilink [30], but are not suggested in this case.
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router, due care should be taken in the speedof its CPU and forwarding

capabilities.

All theseconsiderationgpoint to have LAN and WAN circuits, routers and

switcheqalmost)completelyreservedor thetransitof the PMU packetsandthe

regionalArea ServerUnit remedialactionpacketsEvenif this will under-utilize
the hardwarefrom the point of view of capacity,it will guaranteghe requested
latency.

Finally, if at a PMU location thereis also a unit to which the regional Area
Center Computational Unit should send informational or remedial action
packetsandif thesepacketsare of exactlythe sametype and generateexactly
the samekind of traffic asthe onesof the PMU but in the oppositedirection,
then the same WAN circuit and router can be used for this traffic also.
Alternatively a different ATM VC can be createdto transferthesepackets,as
discussedbefore. Again the host which should receivethesepacketsmust be
connectedn a different (Fast) Ethernetinterfaceof the routerthanthe oneto
which is connected the PMU.

SuggestionsreservéVAN andLAN circuitsonly for communicationdetween
PMUs andregional Area Center,with the only possibleexceptionbeingtraffic
going in the opposite direction for remedial action commands.

1.2.3.4 Transport Layer Protocol

Havingchoseno uselP asthe Network Layer Protocol,it remainsto choosethe
TransportLayer Protocol. Thereare two possibilitiesfor the TransientStability
case.Thefirst is to useUDP. UDP addsan 8Bytesheadelto the datapacketand
offers a connectionlesgprotocol in which the senderof the packetdoesnot
expect to receive an acknowledgmentof the arrival of the packet.
Acknowledgmentschecksand all other connectionoriented featuresmust be
implementedat a higher application layer. In the caseat hand, this is the
requestedbehavior.lf TCP[19,20]wereto be usedinsteadpbeforesendingsome
data,3 packetsshouldhavebeenexchangedetweenthe two peersto establish
the connection,and all delay estimatesconsideredbefore would not apply. It
could be consideredo establisha single TCP sessioro transferall packetsfor
an indefinite amountof time. In this casethe overheadof the establishmenof
the TCP sessionwill be only for the first packetat the beginning of the
connectionandthis probablyis not a problem.In any case, TCP acknowledges
the arrival of the packets,sendingACK control packetsback. Moreover,if a
packetis lost for any reason,TCP adoptsa sliding windowapproachthatis the
sendekeepssendinga few otherpacketsevenif it hasnot receivedthe ACK for
the missingpacket,in casethe lost packetwill arrive out of order.The receiver
will getthesenew packetsput sinceit missesone, it will hold themin a buffer.
If the packetis really lost, thenit will be resentandwhenthe receivergetsit, it
will passto the applicationall the packetsheld in the buffer at once. This
behaviorwill introducelarge and variabledelaysandit is not acceptableThe
use of UDP is the suggested solution.

If for somereasonthe useof UDP is not possible the alternativewould be for
the applicationsto sendandreceivedirectly IP packetsskipping altogetherthe

IST - 2000 26116 EXaMINE Pagel9/79



Deliverable 3.6 (v 1.1) Dependability and security aspects

TransportLayer protocol. In this caseappropriatedrivers shouldbe engineered
for creating,sendingandreceivingthe packetson the PMU, the regionalArea
CenterComputationalJnit andthe units which receivefrom it informationalor
remedial action packets.

SuggestionsadoptUDP as TransportLayer Protocolsincethe sliding window
propertyof TCPwill introduceunacceptablelelayswhena packetis lost during
transmission.

1.2.3.5A Small Test

To verify if the previousconsiderationdhold to a final practical application,
somepreliminarytestshavebeendone.For thefirst testan existingnetworkof a
privatecompanyhasbeenconsideredT he setupwasmuchbelowthe previously
recommendedpecifications.Two routerswere physically locatedat different
premisef the companyat a physicaldistanceof approximatelylOOkilometers.
The routerswere entry level 1721 Cisco with operatingsystemlOS-12.2with
VPN 3-DESfeature.At both premisegherewasaninternal LAN connectedo
an Ethernetinterface of the router. The routerswere connectedo the public
internetbackboneof a Telecomserviceproviderthrougha 2Mbps Frame-Relay
on HDSL link. It shouldbe notedthat Frame-Relaywvasused,which haslower
guality andhigherlatencythanATM. No guaranteesf servicewere offeredby
the Telecomserviceprovider. Moreoverthe Frame-Relaylinks did not connect
directly the two customerrouterswith a single virtual circuit, but insteadeach
router was connecteddirectly to the public internetbackboneof the Telecom
serviceprovider.Thusa packetfrom onerouterwould crossthe public Internet,
evenif justwithin the sameTelecomserviceprovider,beforereachingthe other
router.

As mentionedin 81.2.2.2 variousping testswith 100Bytespacketswere done
from one router to the other. The testswere done when no other traffic was
passinghroughtheroutersandat a time whenthetraffic on the Telecomservice
provider backbonecould be considerednormal. The result for the round-trip
time of the 100Bytes ping packetswere: minimum 28ms, average 29ms,
maximum36ms.Usually the first packetin a series(1 packetper secondwould
be the slowest.This denotesthat at leastsomeroutersin the path would fully
routethefirst packet,whereashe subsequenpacketswould be fast-forwarded.
This behaviorwould not appearwith a direct permanentATM virtual circuit.
Thusthe averagdransittime, routerto router,for a small packetwasof 14.5ms,
theworstof 18ms.No differencehasbeenmeasuredvhensendinga ping packet
from a routerto a hostin the LAN of the otherrouter,which implies that the
LAN delaywasbelow 1ms.Thusin this smalltestit would havebeenpossible
to transfer a packet of 100Bytes from a host on one LAN to a host on the LAN in
the other premise in less than 20ms.

Anothertesthasbeendoneon a similar networkof a different privatecompany.
The routers used were again some Cisco 1721, the distance betweenthe
locations,morethantwo, this time were between50 and 100 kilometers,there
was also a firewall (Cisco PIX) and the tests were done from server to server, not
from router to server.500Bytespacketswere usedfor the ping testsand the
maximum one-way delay has been 16ms.
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The setupfor this test should be consideredonly indicative and must not be
adoptedor the situationunderconsiderationindeedno guarante®f servicewas
providedandit is not suggestedn any caseto adoptFrame-Relayinsteadof
ATM due to the lack of guarantee on latency for Frame-Relay.

1.2.3.6 Advanced Network Solutions

The architectureindicatedin the previoussectioncan be upgradedn casethe
final analysiswill requirehigherstandardso befulfilled. A physicallimit which
cannotbe modifiedis the signaltravel time in opticalfibers,which for distances
of 500Km s 2.5ms.If strongerguaranteesind higherspeedmustbe achieved
thanthoseachievablewith the solutiondescribecdearlier,the bestsolutionwould
beto realizea directconnectionon opticalfibers. Indeedincreasinghe speedof
the link to 34Mbps or 155Mbps will not change much the delays of the
configurationpreviouslydescribedsincethesedelaysare given by the transitof
the packetsthroughthe networkof the telecomserviceprovider. Eliminating all
routersand WAN switcheson the pathshouldreducethe principal causeof the
10-20msdelays.The simplestsolution would be to posean optical fiber from
eachnodeto theregionalAreaCenterandto directly connectthe opticalfiber to
the PMU on one side and the regional Area CenterComputationalJnit on the
other side. Apart from the extremelyhigh operationalcostsof posingoptical
fiberswhich could be not an issuein manycasessinceat the locationsof many
nodesinterestedoy the EXaMINE projecttherecould be alreadyoptical fibers,
this would requireto find or developsuitable hardwareinterfacesto connect
directly the optical fibers to the hosts.The use of fibers is suggestedecause
fibersdissipatethe signallessthancopper for exampleandcancarrythe signal
for longer distancesandrequirea lower numberof repeateror amplifiers. This
solution would avoid the use of any router, switch, LAN etc. and the time a
packet would take to travel could reduce to 4-5ms on distancesof 500
kilometers.

In casean optical fiber is not alreadypresentat a node,a lessextremesolution
couldbe of usingdirectcopperconnectiorfrom the customempremiseswith high
speedsignaling protocols like HDSL, or faster, to the POP of the service
provider where the signal would be directly transferredto optical fiber, or a
leased_ambdaFrequencyof afiber or of a SONET/SDHchannel.Thusthe use
of afiber, or multiple piecesof fibers,would berentedfrom the Telecomservice
provider whereasthe last mile link would be on copper.As before, the line
would be directly connectedo the hosts,avoidingthe useof routers,switches,
LAN etc.buttherewill be still needof transceiverandmodemso transferthe
signalfrom one meansto the other.Dependingon exactly how sucha solution
would be implemented,traveling time of a packet could be similar to the
previousoneor two timeslarger.On the otherside,costswould be significantly
lower. It is to be noted anyway that such a solution, besidesthe absenceof
routersetc., technicallydoesnot differ too much from what a telecomservice
provider could offer as a full service.

1.2.3.7An Alternative Network at the PMUs Locations
A possibleproblemis if the PMUs do not filter the datawhich they send,and
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thus send many data which are not of interestfor the Transient Stability

phenomenoror the format in which the datais sentis not appropriatefor

network delivery. There are obviously two possibilitiesif a PMU sendsmore
data than needed.

1. The extradatais small and its transit on the network doesnot modify the
previous estimates.In this case the extra data can be dropped by the
Computational Unit.

2. If the extra datais not small, it might interfere with the estimatesjust
discussedandin this caseit could evengeneratean overloadat the Regional
Area CenterComputationaldnit whenaddingthe datafrom many PMUSs. It
is then necessaryto filter the output of the PMU before sendingit on the
WAN circuits.

Also if the PMU data is not appropriatefor network delivery, it must be
transformedust asit is sentout by the PMU. If the PMU sendghe datausinga
protocol not acceptablefor the previousrequests,like TCP, this host could
receivethe data from the PMU using TCP, but sendit to the regional Area
Centerusing UDP. In this case, TCP would be usedonly on a direct Ethernet
connectionwhere the possibilitiesof lost or corruptedpacketsare extremely
small, thus reducing the problem described before.
If any of thesetwo problemshappena computershouldbe directly connectedo
the PMU. Extremecare must be takento guaranteehat this hostwill not add
intolerabledelays.For this, the hardwaremustbe chosenappropriatelywith low
latencyin interfacecards,bussesandtimers, and the OperatingSystemshould
be preferablya Real-Timeone. In any case,sucha hostwill adda delayof a
few milliseconds,which could requiremodifying the previousnetwork setup.If
the delay addedby this hostturnsout to be large,one possibility to reducethe
delayis to eliminatethe router at the PMU premisesand add an ATM WAN
interface card directly to the host. This solution has anyway many potential
problems:for exampleit is possiblethat the hardwarewhich guaranteeghe
requestedperformancecan not managethe neededATM WAN interfacecard,
moreovelin PART 2 morejobswill begivento theroutersfor variousaspect®f
security,from routing on backupcircuits to encryption,and all of theseshould
also be supplied in case by this host.

Moreover,asalreadymentionedata remotelocationtherecanbe morethanone
generatoandmorethanonePMU. An alternativenetworkarchitecturehasbeen
suggestedvherethe ANN (see81.2.2.9)areat the remotelocationson the host
just mentioned.The ANN would receiveall datafrom all PMUs presentat the
locationandelaborateat, sendingto theregionalAreaCenteronly the elaborated
dataalreadyconsolidatedThereis anywayoneproblem,the ANN mustreceive
somedatafrom a referencePMU beforebeingableto do any elaboration.This
meansthat every 20ms the ANN must wait for this data before starting the
elaboration.This data must arrive through the network from a remote PMU.
Sinceall PMU aresynchronizedhe ANN will haveto wait afterit hasreceived
thedatafrom its PMUsto getthe onefrom theremotePMU. This will introduce
delays of at least 20ms and it is not suggested.

If morethanone PMU areat a remotelocation,two possibility canbe devised

for the network connection.
1. Each PMU has its own network connection to the regional Area Center
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2. thereis only onenetworkconnectiorto the regionalArea Centercommonto
all PMUs
In the secondcaseit is necessaryhata hostis placedin front of the PMUs and
before the network connection. This host should
1. receive the data from the local PMUs
2. strip all not necessary data
3. consolidate data from different PMUs
4. compress if possible the data
5. send to regional Area Center as UDP packet.
As mentionedbefore the host must be fast and the hardwaremust be chosen
appropriately.Direct connectionto the WAN network shouldbe consideredf
delaysintroducedby this machineare relevant. It will be assumedhat this
machine will add a delay of no more than 10ms to the transmissiorof the data.
This requirescareful examinationof the compressioralgorithm since to have
higher compressiormore computationaltime is needed.Of coursea detailed
analysismust be doneand a balancemust be reachedbetweenthe amountof
compressionthe delay introducedby the compressiorand the time gainedon
the network transfer due to the smaller packets.
An important considerationto be done is about the amount of data to be
transferred if more than one PMU has to use the same WAN circuit. For example
if the consolidatecand compressediataamountsto 900Bytes,the delay at the
2MbpsATM interfacefor sendingthe packet(in 19 ATM cells)is 4ms (this is
equivalento a 400Kbpstraffic). With 1850Bytegin 39 ATM cells)the delayis
8ms (equivalentto 800Kbps).This last is very closeto half utilization of the
circuit, level neverto be passedandthusis not suggestedvioreoverit shouldbe
recallthatthe PMUs havea 20msfrequencyfor sendingthe measuresit should
alsoberecalledthat the maximumdimensionof a Ethernetpacketis 1500Bytes
andthatusualUDP packetsare512Bytes.Soif the datais large,morethanone
UDP packetcould be neededo sendit. This introducesmore problemssomeof
which will bediscussedn Part2. In any casesendingmorethanone packetis
less efficient than sending a single packet, thus more delays can be added.
If consolidationand compressioriead to packetslarger than 900Bytes,higher
speed links must be adopted, like 34Mbps ATM circuits. For example,
8500Bytes at 34Mbps take theoretically 2ms to be sent. An intermediate
alternativeis to adopt8Mbps ATM-IMA circuits; theseare four 2Mbps ATM
circuit multiplexedsoto becomea singlevirtual circuit of approximately7Mbps
total capacity. The speedof the four interfacesis still 2Mbps but in caseof
2000Bytesdatadivided in 4 packetsof 500Byteseach,this circuit will transfer
almost in parallel at 2Mbps the 4 packets.

Suggestions:if needed,add a host at each remote location to transform,
consolidatecompresghe datafrom the PMUs. This hostmustadd a delayless

than 10msto the transmissiorof the data If consolidationandcompressionead
to packetslarger than 900Bytes, higher speedlinks must be adopted, like

34Mbps ATM circuits(or 8Mbps ATM-IMA circuits)

1.2.3.8BWAN Network at the Regional Area Center
A few moreconsideration®n the networkandsetupof theregionalArea Center
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must be discussedIn the previously consideredsetup, at the regional Area
Centerthereis one or more routersto which the WAN circuits are connected.
More than one WAN circuit can be connectedto one router. Besidesthe
particular hardware chosen for the router, the number of WAN circuits
connectedto one router actually dependson the LAN connectionto the
ComputationalUnit. It is importantnot to introducedelaysby having packets
from/to differentPMU waiting in queueto transiton the LAN. Giventhetiming
discussedefore,with 10 WAN circuits on the samerouter and a half-duplex
10BaseT Ethernet LAN, in the worst case packets could experience a 14ms delay
beforebeingtransmittedon the LAN. It is thensuggestedo haveat leasta full-
duplex 100BaseTFastEtherneL AN and no more than 20 WAN circuits per
router? As it will be the casedueto securityrestrictions,more thanone router
will be present.In this caseeachone will be connectedto a switch and the
switch to the Computational Unit all at 200Mbps.

1.2.3.9Computational Unit at the Regional Area Center

For what concernsthe regional Area CenterComputationalUnit, it too hasto
guarantee to be able to receive, elaborate and send data within a very short delay.
First of all, the regional Area CenterComputationalJnit is connectedo other
systemsfor exampleto the SC-PMSCADA or to remotemanagingstationsand
theseconnectionsnustbe througha different LAN, switches WAN androuters
anddifferent physicalinterfaceson the ComputationalJnit hosts,thanthe ones
used to connect to the nodes/satellites.
The ComputationalUnit can be composedby one or more hosts.In particular
two differentkinds of transformationsndanalysisaredoneon the dataarriving
from the PMUSs"?
first the Artificial NeuralNetworks(ANN) calculatemachineangles,
speed and accelerations from the data arriving from each'?MU;
thenacentralunit receiveghe datafrom all PMUsandANN, decides
if a remedial action is necessaryand in this case preparesthe
remedial action.
There can be different hardware setup:
1. for eachPMU or remotesite, thereis onehostfor the ANN, plusone
host for the final elaboration, thus N+1 hosts;
2. thereis onehostfor all ANN andonehostfor the final elaboration,
thus 2 hosts in total;
3. there is only one host for all elaboration.
The problemwith the first two solutionsis that it takestime for a computerto
receive/send packetfrom/to the network,loadingit in memoryand activating
the processwvhich hasto handleit, anddependingon the hardwareandoperating
systemthis canbe evenof the orderof 40msor more”. Thushavinga different

® Formorethan10 WAN circuitsit could be conveniento havea 34Mbpsinterfaceon the routerand
aggregate the 2Mbps circuits in a 34Mbps one.

10 All dataarriving from PMUs havea time-stampof the measure PMUs are globally synchronized
with GPS signal.

' In the alternativeconfigurationthe ANN arelocatedat the PMU location. Centralizationof all ANN
at the regional Area Center can reduce network traffic and simplifies maintenance.

12 This for example depends on how interrupts, page hits, cache, scheduler etc. are managed by the
hardware and Operating System.
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hostfor the ANN canadda delayup to 40ms,evenif the computationatime of
the ANN is extremelysmall. Also, the dataarriving from a PMU will haveto
transittwice on the LAN, first from the routerto the hostof the ANN andthen
from this to the final host.Moreoverif for eachPMU thereis a hostwhich runs
the ANN, this will add more stationson the LAN and then more traffic, like
ARP packets etc., on the switch.

It is possible to drastically reduce the delays inside a host by choosing
appropriatehardwareandsoftware For examplea high/middlerangeserverwith
real-time OS (or a particular version of a Unix/Unix-like OS) could give
performancessuchto practically cancelthe delaysjust described.The higher
level of hardware should guarantee:

faster hardware I/O both on internal busses and interfaces

fasterlP stackanddriver with very low or customizabldatenciesand
timers
better management of hardware resources

lower possibility of errors or faults

In all caseslarge RAM memoriesare requiredto guarantedhat all programs
anddataarealwayskeptin RAM andsavedon disk only for archivingpurposes.
Obviously fast disks should be employed too.
Thefinal hostwhich receivesall dataand prepareghe remedialcommand has
to performtwo different computations.The first is a constantanalysisof the
arriving datato detectif it is necessaryto preparea remedialcommand,the
secondis the preparationof the remedialcommand.Thesetwo tasksmust not
interferewith eachother,andfor thisreasor?2 CPU couldbeneededIt would be
betterstill if in the future the first task could be doneby a specially designed
acquisition (and network) card.

Thus various solutions for the hosts of the Computational Unit can be proposed:
if an extra delay of 40ms or more is deemedacceptable normal
hardwareand Operating Systemscan be adopted,and solution 1.
above can be chosen;
otherwisesolution3. aboveis preferableto solution2. from the point
of view of performancesSolution 3. implies choosinga high-level
serverwith many CPU andlarge RAM. It hasto be consideredhat
all PMU are synchronised and send their measurements
approximatelyat the sameinstant. Thus the serverwill receivethe
datafrom the PMUsin bursts,onepacketust afterthe other,andwill
haveto processthe ANN almostat the samemoment.Having an
adequate number of CPUs guarantees thdetays are introduced.

Suggestionshavea single hostto performall computatiorat the regionalArea
Center;this host should guarantedo be able to performall cyclical activities
well under 20ms, preferableunder 10ms, included the time for receiving all
packetsfrom the network (hardwareinterfacesand drivers included), and to
prepareand sendon the network (hardwareinterfacesand driversincluded) a
remedial action commandin less than 50ms from the momentin which the
packets which trigger this command arrive at the network interface of the host.
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1.2.4Voltage Stability Infrastructure

As alreadystated,the kind of dataexchangedor the Voltage Stability phenomenoris

the sameasfor the TransientStability one,just the timing requirementsirelesssevere.
Anyway it is suggestedo adoptthe sameoverall network structure.Due to the lower

requirementsin caseinsteadof an ATM circuit a lessexpensiveFrame-Relay2Mbps
circuit'® canbe adoptedat a nodewhich hasto sendmeasuremendnly for the Voltage
Stability phenomenon.

It is also suggestedhat at the regional Area Centerthe WAN circuit for the Voltage
Stability arrive on a different router than the one for the TransientStability and usea

different internal LAN to reach their Computational Unit.

Suggestions:adopta Frame-Relay2Mbps circuit andindependent. AN from the one
used for the Transient Stability.

1.2.5Network Management Infrastructure

All three previous communicationnetworksrequire to have a network management
infrastructure.

For the inter-regional communications,due to the simple requirements, network
managementanbe donein-band.Sincethe two connectedCentersin this casebelong
to differententities,eachonewill haveits own managemensystemwhich monitorsits
own hostsand network. The two systemcan exchangdanformation aboutthe statusof
therespectivenostsandnetworks,if thisis consideredusefulandappropriatelf thisis
notadoptedthereasondor afailure in communicatiorcouldremainunknownto oneof
the partnersmakingmoredifficult alsothe managemendf theinternalresource®f the
site which is not affected by the failure.

For the Transientand Voltage Stability, network managemenis doneat the regional
Area Center. Due to the requirementsof Transient Stability and the security
requirementsliscussedater, in this casenetworkmanagemerghouldbe doneoff-band,
which meanghatindependenWAN circuitsandLAN connectiormustbe providedfor
themanagemenitTheuseof a Virtual Circuit on thesameWAN link is possiblebutit is
not suggestedincein caseof failure of the link alsoall reportingandmanagemenuvill
fail. The speedof the WAN circuit is not particularlyimportant,in somecasesvena
64Kbpsline would suffice, butit is importantthatit is a permanentircuit, nota dial-up
connection.At the regional Area Centerthere must be an independent AN with the
managemenstations,and if the managementVAN circuits are morethana few, it is
suggested to dedicate a router to their connection.

Suggestionsadopt permanent independent circuits for management communications.

13 Even circuits at 512Kbps or 1Mbps could be sufficient.
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2 Dependability of Communications

It is well known that introducing security measuresn a project reducesusability and
makesmplementatiormoredifficult. In the presentasethereis a strongconstraintdue
to thealmostreal-timerequirementgor the TransientStability dataexchangereviously
discussedwhich will make more difficult to implement security measureswithout

introducingdelaysthat would invalidatethe timing requirementsThe analysiswill be

divided in two sections,first the fault-toleranceaspectsand then the security with

respectsto malicious attacks.In both casesthe threatsand risks first, and then the

measures to adopt to prevent them will be described.

Physical security, meaning accessof unauthorizedpersonsto the premises,hosts,
machines hardwareof any kind, will not be consideredn details.It is assumedhat
physicalsecurityis fully guaranteedndeedall thehostsandnetworkequipmenwill be

in dedicatedareaswhich should be alreadysecured.In any case,if an unauthorized
persorhasphysicalaccesso a machine he/shecould changethe configuration readthe

data,turn it off or unplug the network. No guarantee®f servicesor security canbe

givenif an unauthorizedbersonhasphysicalaccesd¢o a machine.All standardhigh-

security controls on personalaccessmust be implementedto guaranteethat only

authorized personnel can access the machines and networks.

Theanalysiswill becarriedout by imposinga singlefailure fault-tolerance' modelon
all network,communicatiorandhardwarecomponentsMoreoverthe modelwill havea
multiple layered security structure (alsocalleddefensan deptl) in which, whenever
possible variousanddifferent layersof securitymeasuresvill mitigate eachthreat.In
particular two layers of security are considered:

1. the communication layer

2. the application layer.
The aim of the analysisis that the communicationinfrastructurewill be able to
dependablyransferinformationbetweerthe nodesin a way suchthatthe dependability
is realizedas much as possiblewithout dependingof the contentof the information
transferred.On the other side, the nodes,provided that somecommunicationgvenif
fragmentedis possible shouldbe ableto obtaindependablelataby havinginformation
encodedand structuredin sucha way to be ableto verify the correctnes®f the data
receivedeven reconstructingmissing data wheneverpossible.This requiresthat the
algorithms and protocols adopted are specifically designed.

A first formal analysis of the results of the final model will be done in PART 4.

2.1 Fault Tolerance

A very importantaspecf Dependabilityis to plan a networkinfrastructuresothateven
in caseof failure of someequipmentfemporaryor final, or errorsin the communication
channelsthe communications not interruptedand at mostsuffersminor delayswhich
aredeemedacceptabldor the service.Thusbasedon the requirement®f eachservice,
it will be discussedrariousnetworkinfrastructuresvhich give the maximumguarantee
of service with minimum acceptable interruptions or delays.

14 |.e. the system should address all single, independent failures of each component of the infrastructure.
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2.1.1Threats and Risks of Leased Circuits

In this Deliverableit hasbeensuggestedo leasecommercialcircuits to connectthe
variouslocationswhich comprisethe EXaMINE network.Therearesomerisksinherent
in the fact that the circuits are not underdirect control of thosewho use the network
itself. For example, by leasing direct point-to-point ATM circuits from a Telecom
provider,it hasto berecognizedhatthesecircuitswill runonthe samecablesandATM
switchesasthe onesof many other customersf the Telecomprovider. The Telecom
provider hasto assureits customerghat the configurationof its network is suchthat
guaranteeshe offered bandwidthand delay assurancéo eachcustomer.lt shouldbe
notedthatan ATM circuit doesnot providean exactmultiplexing,i.e. eachcell (or time
slot) is assignedo a fixed circuit, but it multiplexesin anasyncronousvay all circuits
on a particular link.

Let consideran ATM link betweentwo switcheson the backboneof a Telecom
provider. On this link therewill flow many ATM circuits (PVC) of many different
customers,some circuits could even be transferring public Internet traffic on the
backboneof the provider. An ATM switch will multiplex all the circuits, but not in a
fixed timed way, insteadfor example,if on a circuit thereis no traffic, its cells canbe
usedby anothercircuit thatat thatmomenthasa lot of traffic. In this way it is possible
to obtaina betteruseof thefull ATM link. Oneproblemis thatin somesituationsit is
possibleto assignto a link more circuits than its maximum capacity: in normal
conditions everything will work fine, but if exceptionally all circuits will be at
maximum capacitythe full link will not be able to carry all of them, and somedata
could be dropped.

This and similar risks associatedto the fact of sharing with other customersthe
hardwareresource®f the Telecomprovider,areusuallydeemedemote butin extreme
casesdegradationof service could happenand even the full service could be in
jeopardy.For exampleon January25™ 2003 the W32/SQLSlammemworm attacked
Internet. There have been various caseswhere other connectionslike point-to-point
ATM circuits, which are not Internetrelated,sufferedfrom the fact that the internet
backbone®f the Telecomoperatorsvereoverwhelmedoy the traffic generatedy the
worm.

2.1.2Threats and Risks for Inter-regional Communications

Evenif in the PreventiveMode thereis not a requestfor the networkcommunications
betweenArea Centersto be guaranteedt the millisecond,the communicatiormustbe
done when requested with at most a few seconds délaypoints of failure are

the hosts at the Area Centers

the network equipment, LAN, switches, routers etc., at the Area Centers

the WAN circuit.

Possible threats are:
failure in each one of these components
corruption of data during the communication

In the eventof the total failure of communicationthe PreventiveMode algorithm will
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not be run between the two Areas.

In the event of corruptedor wrong information exchangedbetweenthe two Area
Centers, the algorithm could obtain wrong evaluation for the next day provisions.

2.1.3Threats and Risks for Transient Stability

As networkdelayis importantin achievingthe statedgoalsof this project,sois the fact

that the servicemustwork without interruption. The systemwhich will be considered
hereis formedby the PMU, the networkwhich connectst to the regionalArea Center
Computationalunit, the regional Area Center ComputationalUnit itself, the network
which connectsit to a remoteactive node, and the remotehostto which a remedial
command is sent.

The list of points of failure is:
- PMU
network connecting the PMU to the router
router
WAN connection
router at the regional Area Center
network connecting the router to the Area Center Computational Unit
Area Center Computational Unit
anda similar list of objectsbackto the hostto which the remedialcommandis
sent

Various threats are possible:

1. PMU will not function

2. datasentfrom a PMU will notarrive attheregionalArea CenterComputational
Unit

3. datasentfrom aPMU will arrive late (different scalesof delaysarepossible)at
the regional Area Center Computational Unit

4. data sentfrom a PMU will arrive corruptedat the regional Area Center
Computational Unit

5. Computational Unit will not prepare a remedial command in time

6. Computational Unit will be unavailable

7. remedial command will not arrive at the remote node

8. remedialcommandwill arrive late (differentscalesof delaysarepossible)atthe
remote node

9. remedial command will arrive corrupted at the remote node

10. remote node will not be able to process the remedial command

It is importantto noticethat the remedialcommandsentto the remotenodesareall of

the samekind, with which is intendedthat they are all of the (symbolic) kind DOWN

and that never is sent an UP command. Moreover commands are atomic, with which it is
intendedthatif theremedialactionconsistf sendingaremedialcommando 3 remote
nodesandonly one,or two or all threecommandsareexecutedindependenthof which
oneandhow manyareexecutedthefinal situationis alwaysbetterthanif no command

was executed at all.
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Anotherpossibilityis if a PMU takesa wrongmeasuremergothattheinitial datais not
correct.In this caseevenif transmissions perfect,at the regional Area Centerfalse
information will arrive. The problem of avoiding the occurrenceof a wrong
measuremerdt the moment is very difficult to address.

In the eventof the total failure of communicationthe regional Area centerwill not
receiveinformationthata phenomenotasstarted,or remotenodeswill not receivethe
remedial command.

In the eventof corruptedor wrong information arriving at the regional Area Center
Computationalnit, the algorithm could senda not neededemedialcommand or not
send a command when instead it would have been necessary.

2.1.4Threats and Risks for Voltage Stability

The analysisfor Voltage Stability is quite similar to the oneof TransientStability. The

only differenceis that in the caseof Voltage Stability commandscan be of opposite
type, thatis for exampleboth UP or DOWN areacceptableommandsThis introduces
an extra risk, that is that by mistakethe oppositecommandthan the neededone is

performed.Moreoverthereis the possibility that oppositecommandsare sentone after

the other, possibly introducing an instability.

2.1.5Threats and Risks for Management Communications

Managementommunicationsllow to control the statusof all hostsand networks thus
giving fundamentalinformations to prevent or correct problems. If management
communicationdail, data could be lost which helpsto diagnoseproblemsand find
solutionsin short time, but also accountingdata could be lost and the possibility of
remotelycontrolandacton hosts.Analogouslyif wrongor modified dataarriveson the
managementonsolewrong actionscouldbetaken,or the necessargpctioncouldbe not
adopted. Thus it is important that managementcommunicationsare reliable, to
guarantee the gathering of data and the possibility of remotely connecting to the hosts.

2.1.€ Mitigation of Threats and Risks of Leased Circuits

The simplestpossibilityto mitigatethe risks of leasingcircuitsfrom Telecomproviders,
is to havetwo different Telecomgo providethe two redundantonnectionsObviously,
the two providersmustbe truly independentor the servicesgiven, thatis for example
that one must not be a sub-contractoof the other, or that both must not use a third
provider so that eventually both circuits will pass on the same link.

A higherassurancean be obtainedif insteadof leasingATM or similar circuits, it is
leasedhe useof afiber or of a ClearChannelon afiber, thatis of light frequencyor of
a time slot in a Dense Wavelength Division Multiplexing (DWDM) link or a
SONET/SDHIink. By having a fixed time slot or the direct use of the fiber and not
asyncronous multiplexing, it is possible to mitigate these risks.
Ontheotherside,thesesolutionsarequite expensivenoth for the equipmentandfor the
managemenieeded. Moreover, as already discussed,the communicationsof the
EXaMINE project do not need such technical solutions to satisfy the delay and
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bandwidth requirements.A possible future solution is if there would be created
networks reserved for communicationsof infrastructural services, like the one
consideredn this project. By sharingthe sameinfrastructureand having all similar
requirement®n dependabilityit couldbe obtainto haveatthe sametime a higherlevel
of assurance and a lower cost.

2.1.7Fault-tolerance solutions for Inter-regional Communications

It is necessary to have a backup connection, and this could be é256Kbps line, or a
satellite connectionsince the delay in this caseis not too important,or againevena
dialup isdn connectionat 128Kbps.If a 2Mbps circuit with ETSO-ElectronidHighway
is chosen,to avoid bottleneckst is suggestedhat thereis a reserved backupcircuit
only for this traffic, or that the backupcircuit would be at least1Mbps. To guarantee
fastbackup,doubleroutersare neededandit is importantto haveconstantmonitoring
andhardwarecontractswith supplierfor hardwarereplacementvithin 4 hours. Internal
LAN andhostsshouldbe doubledor redundantOn-siteand Off-site backupof all data
and configurations is needed.

2.1.7.1 Dependability of Algorithms

Whenan error is detectedthe algorithm doesnot updatethe informationin the
frontier (asin casethereis a communicatiorfailure andthe channelis lost). All

the valuesexchangedaveto verify strongnumericalrelations(complexOhm's

law) with valuesthat are locally available,so internal checkscan be done
before accepting information coming from a neighbourhood EXaMINE machine.

2.1.8Fault-tolerance Solutions for Transient Stability

In this sectionthe 10 threatslisted for the TransientStability will be consideredFor
eachone possiblesolutionsto mitigate the risk will be described.Solutionscan be
differentdependingon different physicalsettingsanddifferentrequirementsn different
locations.For eachRegional Area a careful study should be doneto find the overall
solution which gives the maximum protection against the risks.

1 the PMU will not function
An hardwarefailure of a PMU canbe mitigatedby havinga hot-stand-byPMU
fully active. Thatis, anotherPMU fully functionalwhich sendsits datato the
regionalArea Center,but its datais not usedby the regional Area Center.This
requiresthattheregionalArea Centerhasa meansof discardingduplicateddata.
A morecosteffective possibility is to distributethe PMU so that not all datais
necessaryor the Computationalunit to function, but if all datais presentall
datais used.In this casethe distributionof the PMU canbe suchthat out of N,
the data of N-1 (or N-2 etc.) PMUs is sufficient for the regional Area
ComputationalUnit, this will be called a N-p model. Hardwarefailure of the
PMU arevery rare,evenif they areguaranteechot to happerthey can(anddo)
andit is not possibleto rely on the assurancehat PMU neverfail. Sincethe
possibility of failure is very low, the N-1 model can be adopted.Indeed,since
thefrequencyof failure of a PMU is very low, andthe numberof PMU installed
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in aregionalareais atmostof a few dozen therisk of afailure of aPMU during
the time thata failed PMU is repairedis still very low. Otherwisea N-2 model
shouldbe chosen.With a N-2 model, the argumentwould be thatin caseof a
failure of a PMU, sincethe repairingtime could be long, the modelwill dropto
be N-1 and thusthe risk of failure of anotherPMU would still be mitigated.
Anyway, for what concernghis analysisit will beassumedhatthis risk is very
low, and that the N-1 model can be adopted.

The dependabilityof the PMUs hasbeenwidely discussedincefailuresor mis-
functioning of somemodelsdid happen.As with any new technology,a few
yearsare neededo obtainthe level of assuranceequiredof theseinstruments.
Recenttestsand deploymentdn productionare showingconsistentdependable
behaviorof the mostrecentmodelsof PMUs, seefor examplerefs. [53] and
[54], andin variouscountriesJike for examplein China,largedeploymentsiave
already started.

In this analysisit hasbeenconsideredhatall PMUswill beinstalledin different
geographicallocations, but if two or more PMUs would be at the same
geographicalocation,they mustbe consideredastotally independentThe main
analysiswill be doneconsideringeachPMU havingits own connectionto the
regional Area Center even if at the same location.

2 data sent from a PMU will not arrive at the regional Area Center Computational Unit
3 data sent from a PMU will arrive late (different scales of delays are possible) at the
regional Area Center Computational Unit

4 data sent from aPMU will arrive corrupted at the regiona Area Center Computational

Unit

Case 2 and 4 are equivalent since if some data arrives at the regional Area Center
ComputationalUnit corruptedand it has not been discardedalready at the
network level, the applicationsshould discardit without even consideringit.
Thuscase4 becomesequivalentto case2. This impliesthat consistencychecks
on the datatransmittedmustbe built into the high level protocoladoptedoy the
applications, besides the ones present at the networkievel.
If a packetsentfrom a PMU does not arrive at the regional Area Center
Computationalnit, it mustbe possiblefor the Computationalnit to operate
correctly anyway. Adopting the model discussedn 1 of N-1 redundancy,n
normalsituationit is possibleto loosel packetof the samemeasurei.e. sentat
the sametime, without having a failure of the algorithm.On the otherside, this
is not the correct way of assessinghe risk managemensince it should be
consideredas independenthe risk of a hardwarefailure and of loosing one
packetasa pseudo-randorphenomenonit is importantto distinguishdifferent
kind of failures with respect to the time for which the failure lasts:

single packetscould be lost on perfectly functioning circuits, but all

subsequent packets will transit correctly;

a circuit failure could last a few secondsuntil a backupcircuit is

5 Werecallthatall networkprotocolslike Ethernet)P, UDP etc.,addto eachpacketa checksunCRC
field which givesa reasonabldevel of guaranteahatif abit in the packetis modified, it is detected
by the correspondingetworkdriver andthe packetis discardedNo error correctionis built directly
in theselow level networking protocols. This issuewill be discussedagainin the sectionabout
Prevention of Malicious Attacks.
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activated;

an hardwarefailure could last a few hoursuntil a (fast) repairingis

operated;

an hardwarefailure could last days until a (slow) repairing is

operated.
Thelast3 caseswill be genericallydenotedas hardwarefailuresandin caseof
oneof themno packetswill arrive from thatPMU until a (physical)repairingof
the unit is done.Due to the requeston fast time delivery of the data of the
TransientStability, all hardwarefailure risks shouldbe mitigatedby redundancy
in the distributionof the PMUs, thatis adoptinga N-p modelwith p sufficiently
large.On the other side, N-p modelswith p equalor largerthan 2 are not cost
effective dueto the large numberof PMU neededIt shouldthen be decidedif
therisksassociateavith a N-1 modelareconsideredacceptablegvenif theonly
one hardwarefailure at the time is protectedout of different and independent
kinds of failures.
Therisk of thefirst casecanbeaddressethy havingsomeextratime for this left
free. This is exactly what it was proposedat the beginningwhen out of the
maximum500msit waskepta SafetyFactorof somemilliseconds.Forexample,
having a SafetyFactorof more than 20mswould guaranteehatif one packet
from a PMU is lost, but not the following one, still the remedial command can be
prepared and put in action in time.
For 3 if a packetarriveslate to be usedfor the computationto which it should
havecontributedthe packetmustbe discardedor the computationandin case
kept for slower computationor for archiving purposes.This requiresthat the
higherlevel protocol keepsa time-stampof the generatiortime of the packetso
thatwhenreceived the application would checkthetime-stampanddecideif to
useor discardthe packet.Thusall end-points(PMU, ComputationalUnit etc.)
shouldglobally synchronisedvith a referenceclock by meansfor exampleof a
GPS antenna.This introducesanotherhardwareelement,the antennaand its
interfacecard,andits softwaredriver. Failurein the hardwareor softwarein a
PMU implies that all datafrom that PMU will be discardedfailure in the GPS
synchronizationof the regional Area ComputationalUnit will have the final
consequence of discarding all packets thus stopping altogether the system.
Someconsideratiormustbe donein casemore thanone PMU are at a remote
locationandthereis a hostwhich consolidatesandcompressethe datafrom the
PMUsbeforesendingit to theregionalAreaCenter.If the datais largeanddoes
not fit into one UDP packet,thenthe entire datais divided in smallerpackets.
Eachpacketshouldcontainindependentataand be compressedndependerty
so that the loss of one packetdoesnot compromisesthe others. Viceversa
independendivision of the datain packetsand compressiorof only partof the
data is less efficient.

It is necessary now to study each point of failure listed above.

- Hardware maintenance For all hardwarecomponentst is necessary
to have all sparepartsin place or contractswith suppliersfor the
substitutionof failed componentswithin guaranteedime, usually 4
hours, at the location of the hardware.

Power supply It is suggestedthat each hardware componentis
poweredby a (redundantin case) Uninterruptible Power Source
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(UPS),i.e. a batterypoweredbackup.Purposeof this powerbackup
is to allow the hoststo shutdown cleanlyto preventhardwareand
softwaredamagesn caseof power failure, and to permitto some
hostsand network devicesto continueto function for a shorttime

after the failure has happenedo allow them to report the failure
itself.

Network connecting a PMU to a router An EthernetCAT V cabling
is provento be quite stable,if correctlyinstalled,safephysicalthreats
of course. Usual practice indicates to change all cables every
approximatelylO years.Sincebetweerna PMU anda routerthereis a
directconnectiorwhich shouldbe inside a safeand protectedarea,it

does not seem necessary to have double network.

Interface cards Also interfacecardsare quite stablebut not aslong

lived, it is bestpracticeto substituteall of themevery3 years.Cards
olderthan3 yearshavea higher possibility of hardwarefailure. This

holds for routers, switches, and hosts in general.

Routers The main failure points of high level routersare interface
cards,powersupplies,controllers,fans. As for the interfacecardsin

general,it is suggestedo substitutethe full hardwareevery 3 years.
At a PMU location only one router is present,due to the analysis
doneup to now and the requirementsset, this seemssufficient. As

will be shownin the next points, at the regional Area Centerall

hardware will be doubled.

WAN connection Dueto thelengthof the cabling,the handlingof the
servicein out-sourcingand the inherent problemswith managing
long distanceconnectionsthis is one of the weakestpoints.|t is far

moreeasierto havea hardwarefailure or justlossof somepacketsn

the WAN circuits. For this reasona double(or triple) redundancyn

the WAN circuitsis suggested.Unfortunately,dueto therestrictions
on the latency, diversity on the hardwarecircuits is not possible.
Transmissionthrough satellite links can be used as an extreme
backupto receiveanywaythe dataat the regional Area Centerfor

archivingor post-elaborationindeedin practiceround-triptime from

groundto orbit of a packettakesnot lessthan400ms,for anorderof

magnitude computationit is enoughto considerorbits at 36000
kilometersandspeedof light. In the future low orbit (500-1000Km)

satelliteswill provide IP transit service which could satisfy the
latencyrequirementsDiscussionof this possibility is postponediue
to lack of reliable data. Dialup connectiongisdn etc.) are too slow
and will not satisfy the latency requirements.Another alternative
could be a WLAN (Wireless-LAN) implementation,that is the
realizationof a groundlevel radio circuit. Currenttechnologiescan
do this, the only problemis that the maximum distancebetween
repeatergantennasn sightof view) is only of afew kilometers.This

would requireto install and maintain(on top of the physicalsecurity
threats)manyantennasandwill addvery large delaydueto the time

for each antennato relay the signal. Maintenanceof so many
antennasand delay due to relaying make also this solution not
practicable Thusthe only practicablesolution seemgo be to double
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the WAN 2Mbps ATM circuit having in casea satellite circuit (or
isdn) as an extremebackuponly for archivingthe data.To improve
reliability the 2 WAN circuits should be physically distinct, for
exampleone cableleaving the premisestowardseastand the other
towardswest. Moreover,all alongthe paththe 2 circuit should not
use the same physical locations, but always run at least a few
kilometersapartsinceone of the greatestisksis an accidentakut of
the cable.Higherguaranteesould be obtainedif the two circuitsare
managedy different Telecomoperatorsptherwiseif leasedby the
same operator there should be the absolute guaranteethat the 2
circuits never passin the samephysical locations. At the regional
Area Center,the 2 circuits shouldterminateon two different routers
for maximumreliability. The commonsetupof suchnetworksis to

haveonelink activeandthe secondn hot stand-byIn caseof failure
of the primary link, the routerat the PMU detectsit, for exampleby

usingvery frequentkeep-alive and activatesthe secondcircuit. It is
to be notedthatif the routersusevery frequentkeep-alivepacketsto
immediatelydetectif a link hasfailed, more traffic is addedon the
line, and this could add other delaysto the PMU data(evenif the
keep-alie packetsarevery small). Dueto thelatencyrestrictionsand
thetime the routerat the PMU locationtakesto detectandswitchthe
circuits, it is probablynot enoughto keepone circuit activeandthe
secondn hot stand-by,jndeedconsideringhe time it takesto switch
betweenone circuit andthe backup,a circuit failure will leadto the
final loss of a few packets.If the problemis due to the last mile

connectionof one router at the regional Area Center, this would
imply thata few packetscould belost for all PMUsin oneregion.A

more reliable solutionis to double eachpacketand sendit through
both circuits. At the arrival the applicationin the ComputationalUnit

will discardthe packetwhich arrivessecondDoublingthe packetcan
be donedirectly by the PMU, by the routeror by the optionalhostat
the remotelocation. The PMU could senda packetto a multicast
addressand the router at the PMU location should do multicast
routing andsenda copy of the packeton eachcircuit. This of course
could add some minor delay due to the multicast routing. The
differencebetweerthe two solutionsis thathavinga stand-bycircuit

the time neededto switch from one circuit to the other must be
coveredby the redundancyin the distributionof the PMU (the N-p

model chosen)or the Safety Factor, instead doubling the traffic

addresses directly the risk.

An alternativelessvalid solutioncould be adoptedf attheregional
Area Centeronly onerouteris installed.It is thenpossibleto use
Inverse Multiplexing for ATM (IMA) which is a technique for

bundling ATM physical channelsinto a logical circuit!® This
techniquerequiresthatthereis a singlerouterfor both circuitsat the
end. In this way a packetwill travel alternatively only on one
physical circuit but both circuit are in use simultaneously.If one
circuit fails, the other carriesthe traffic andthereis very little delay

6 Similar techniques exist for other protocols.
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in thetransition.The problemswith this solutionare:if acircuit fails
while it is carrying a packet,that packetcould be lost; overheads
addedfor managingthe IMA protocol;the speedof the interfacess
still 2Mbps, evenif the bandwidthof the logical circuit is 4Mbps;
only one router is at the regional Area Center.

Routers at the regional Area Center As previouslydiscussedat the
regional Area Centerall routersshouldbe doubled.EachPMU will
havea circuit connectedo onerouterandthe othercircuit to another
router. Hardware reliability and physical security of routers have
been already discussed.

LAN at the regional Area Center Having two (or more) routers
implies that as a minimal security feature the two routers are
connectedwith two completelyindependentLAN, double cabling,
two switches etc., to the ComputationalUnit. Since it is very
importantthat internal communicationsat the regional Area Center
will not fail, sinceotherwiseall datawould be lost, it is suggestedo
double the Ethernet connections from the routers to the
Computational Unit, using independentFastEthernetcards and
connectingeachrouterto both switches.In this way failure of one
router and of one switch at the same time will not impair the service.
Computational Unit at the regiona Area Center For maximum
guaranteeof service,two identical ComputationalUnits must be
installed at the regional Area Center and connectedwith both
switcheswith 2 FastEthernetards. Dependingon the application
software bothhostscould be activeat the sametime, or onecouldbe
in hot-stand-byof the other. Direct communicationbetweenthe two
hostsmust be done through independentastEthernebr other fast
connectingnterface.lt is suggestedhat datadoesnot resideon any
of the hosts,on which only the OperatingSystem configurationfiles
and temporarydata should reside. Insteadall data shouldbe on a
commonhighly redundantfast disk array, for example.In this kind
of solutionsall redundancyis built into the data host, with double
power supplies,sparehot-disks,hot-swappablalisks and redundant
configurationsso that failure of any disk unit will not impair the
service.If high level server hardwareis chosen,it could be not
neededo have2 identicalunits sincethesehostsusuallyhavebuilt in
very highly redundantfeatures.Moreoverthesehostsusually come
with highly redundant disk farm.

If the ComputationalUnit is made by more than one host, for
example having different hardware for the ANN, the same
considerations apply also to all other hosts.

Data Backup It is importantthatfor all datatherearevariousbackups
both for future analysis and, more important for the present
discussionfor fastreconstructionin particular,all OperatingSystem
configurationsmust have a backup on-site and off-site, and these
backupsmust be kept updated.In caseof hardwarefailure this will
allow a fast configurationof new hardware .The sameconsiderations
mustbe appliedto anykind of dataor softwareprogramthatis needed
to restart all services.
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Moreover,it is stronglysuggestedo keepall PMU dataandremedial
commandpreparedoy the ComputationalUnit in a safebackupfor at
leasta few months Later off-line analysisof this datacouldalwaysbe
useful both for scientific understanding@ndfor securityreasonsFor
example datawhichled to the preparatiorof remedialcommandsthe
remedialcommanditself and the measurementsor a brief period of
time after the activationof the remedialcommand,must always be
kept in safe backups for longer time.

Hosts at remote locations It could be necessaryto have a hostat a
remotelocationof a PMU for treatingthe databeforeis senton the
WAN circuit. In this casethe host should have a stand-bymachine
which should automatically be activatedin caseof failure of the
primary host. Sincethe time of take-overcould be of a few seconds,
this risk cannot be mitigated by the Safety Factor, but must be
includedamongthe hardwarefailures and thus mitigatedby the N-p
distribution modelfor the PMUs. On the other side, sincethe failure
will lastonly a few secondsit is assumedhatthis risk is reasonably
low.

In caseof presenceof this host,the simplestsolutionfor sendingthe
doublepacketson the WAN circuitsis that the hostitself sendstwo
UDP packetsaddressedn sucha way that eachwill be routedon a
different WAN circuit.

5 the Computational Unit will not prepare a remedial command in time
In this caseit is still suggestedhat the ComputationalUnit will send the
remedialcommando its final destinationEvenif the commandwill arrive late,
dueto thekind of phenomenaf the TransientStability, the delayedactioncould
still be useful. To mitigate this risk, it will be addedanotherdelaytime to the
Safety Factor.

6 the Computational Unit will be unavailable
This risk is mitigatedby the redundancyof the ComputationalUnit, for therest
is as 5.

7_the remedial command will not arrive at the remote node

8 the remedial command will arrive late (different scales of delays are possble) at the

remote node

9 the remedial command will arrive corrupted at the remote node
Theserisks are mitigatedby the sameargumentsas for the connectionbetween
the PMU andtheregionalAreaCenter.In particular,to mitigatethis risk, it will
beaddedanotherdelaytime to the SafetyFactor.Moreoverit couldbe deviseda
systemsuchthatin caseof failure of one of thesedevices,a remedialactioncan
be carried out by anotherdevice,similar to the N-p modelfor the PMU. It is
suggestedhat the remotedevicewill sendbackto the regional Area Centera
confirmationof havingreceivedthe remedialcommandandin casetheregional
Area Centerdoesnot receivethis confirmationwithin a reasonabldime-out it
should assumethat the commandhas beenlost. The remote node would be
connectedo theregionalArea Centerwith a doubleWAN circuit configuredas
for the connectionwith the PMU, thatis bothcircuitswill be alwaysactive.The
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regional Area Center ComputationalUnit will then send two copiesof the
commandeachthroughone circuit, and could alsosendmorethanone(double)
copy of the commandwithin a very shorttime to minimize therisk of thelossof

a single packet.

It couldbe alsoneededo havea hostat sucharemotelocationto transformthe
remedialcommandreceivedby the networkin a commandthat the devicecan
understandln this casethe hostwill receivetwo packetdrom theregionalArea
Center ComputationalUnit which would have arrived through the two WAN

links, andit will discardthe secondpacket.This host could then sendback a
packet, again through both WAN links, containing the messagethat it has
received the remedial command packet.

10 the remote node will not be able to process the remedial command
Sameas?. To mitigatethisrisk, it will beaddedanotherdelaytime to the Safety
Factor.lt is suggestedhatthe remotedevicewill sendbackto theregionalArea
Centera confirmationof having carriedout the remedialcommand.Of course
the effectsof the remedialcommandwill be seenby the future measurementsf
thePMUs, butif theinformationgainedby the receiptof this confirmationcould
be useful at the application level.

2.1.8.1 Dependability of Algorithms

The ANN modulesuse phasormeasurementnputs of several past samples
obtainedby the PMU deviceto providethe power plant stateestimation.These
inputsare partly redundanbut alsoto someextentnoisy. ANNs areintrinsically
ableto exploit redundantand/ornoisy inputs, providedthat they are trainedin
appropriate conditions.
Although these aspectshave not yet been verified in the context of the
simulationsso far carried out, we therefore strongly believe that by proper
trainingthe ANN modulescanbe maderobustwith respecto thefollowing type
of conditions

Occasionally missing PMU outputs.

Small timing errors (small with respect to the sampling period).

Measurement errors and background noise.

Suggestions:adoptN-1 PMU distribution model; have doubledWAN 2Mbps circuits
fully activesendingdoublepacketscurrentassurancef channelavailability offeredby
providersareof 99.99%(alloweddowntimeof 53 minutesperyear)or 99.95%(allowed
downtimeof 4.4 hour peryear),higherassurancg¢like 99.999%, allowed downtimeof
5 minutesper year)would be betterbut probablynot possibleto obtain;assuredacket
loss< 0.3%or similar onthe WAN circuits; havefully doublednetworkat the regional
AreaCenter;haveasingle,very high level, fully redundanComputationalUnit; adopt
full dataand configurationBackupstrategieshavehostsat remotelocationswith hot-
stand-by unit; have hardware maintenance and fast replacement contracts.
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2.1.9Fault-tolerance Solutions for Voltage Stability

As before,the analysisis very similar to the caseof TransientStability. Onedifference
is that there is not anymore such a stringent constraint of latency for the
communications.This allows to have diversity in the communicationcircuits. For
examplebackupsatellitelinks arein this casea viable possibility, sincea 400mstravel
time on oneleg couldstill give the possibility of a remedialcommandarriving in time.
Evena isdn dialup connectionat 384Kbpscandeliver a 500Bytepacketin 10.5ms(to
which all overheadsand the latency of circuits should be added),so that a total
travelling time on oneleg of the order of a 200mscould be achieved.In any casea
backup line must be provided at the remote location, which should be activated
automaticallyby the routerin caseof failure of the principal line. As before, it takes
sometime to activatethe backupline andin this time packetscould be lost, or gettoo
much delayed to be useful. In particular the activation time of a dialup connection
be too long, so dialup connectionis not suggestealsoin this case.Thusit would be
better to adopt a backup permanent circuit, either satellite or ground.
Consistencychecksare built into the low level network protocols,and further checks
will be addedwhen consideringPreventionof Malicious Attacks, thus the possibility
thata corruptedpacketarrivesat the regionalArea Centeror at a remotenodewherea
remedialcommandshould be enacted,are very small. Packetscorruptedduring the
network transitare usually discarded Another problemis if the datacontainedin the
packetis wrong from the beginning,asfor examplen the caseof a wrongmeasurement
from a PMU. In this casethe algorithmsat higherlevel mustbe ableto detectandactor
discardwrong data.This is particularlyimportantin the caseof Voltage Stability since
commands of opposite kind can be given.

2.1.9.1 Dependability of Algorithms

Generally speaking,on consideringabout algorithm dependabilitywe should
accountfor the choicesmadeaboutsystemobservability;in otherwords,if state
estimationis focused,including N-p securitycriterion appliedagainstoranchor

devicelossesmissingdatacanbe substitutedy calculationof pseudaguantities
deducedvia Kirchhoff and Ohm laws basic application. The samenumerical
checks,obviously time consuming,are commonly usedin conventionalstate
estimation programs to perform bad data assessment.

To considerthe worst case full dependabilityforcesto adoptPMUs placement
strategiesn a fashionvery similar to the one usually adoptedin nuclearpower

stations for safety reasons.

With specific concernto voltage stability algorithm, missing and or bad data
assessmens thereforeguaranteedy dataredundancyand validation, whereas
the merealgorithmcould only checkagainstabnormalvalues(out of the range
0.5-1.5timesthe ratedvalue), being very cautiousalong faulted and perturbed
conditions,whereindicatorsshouldnot be consideredmmediately,but delayed
after fault removal.

If thenwe focuson the efficiency of the algorithmitself, it happenghatvoltage

magnituddime first andsecondderivativesprovesreliablewheneveresembling
critical and informative local state variable, which for exampleoccurswhen

monitoringload nodeswith automaticallyregulatedtap changersan grid radial

configuration,causinga good de-couplingbetweennetwork dynamicaperiodic
modes.Coupling effects betweenlocal modesis obviously present,and may
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causethe algorithmto produceineffectiveresults,but this occurswherethe grid
proves more strong and consequently less bound to voltage stability problems.

Suggestionssimilar to TransientStability; in this casethe backupWAN circuit could
bein hotstand-byif its activationtakesno morethan1 secondthe backupWAN circuit
can be of a different type from the default one, even satellite could be appropriate.

2.1.10Fault-tolerance Solutions for Management Communications

Partof the fault tolerancesolutionis alsothe managemenof hostsand networks.It is
very importantto havean overall systemwhich constantlycontrolsthe statusof hosts
and networks. This systemusually gathersinformationsfrom all hostsand networks
continuouslyandreportsall datato one or more centralstations.In caseof a problem,
alerts are given on real-time to operatorsand in some casesactions are taken
automatically.Moreover all datais archivedfor future analysis.A high level, fully
redundantnanagemengolutionmustbeinstalled.Personnemustbe presen4 hoursa
day,365daysayear.Careshouldbe takento planthisinfrastructureThe usualsolution
adopteds to haveall hosts,routersetc. reportinformationsto the centralmanagement
stationsusing the SNMP protocol [26,28,33-40].At a regional Area Center,the best
solutionis to introducea dedicated_AN for the managementachhost,router,switch
etc.is connectedo this LAN andonly this LAN is usedto gatherdataandto connecto
the hosts routersetc. for managemenpurposesThusfor example remoteloginsonthe
hosts or routerswould be allowed only through this dedicatedinterface and snmp
guerieswould alsobe allowedonly throughthis interface.Besidesthe obvioussecurity
requirementsthis solution would also guaranteghat the managementraffic doesnot
interferewith the fast traffic betweenPMU and ComputationalUnit. For the remote
locations,for examplewhere PMUs are, the bestsolution would be againto havean
independentWAN circuit which connectghe remoterouterto the regionalArea Center
andthatit is usedonly for managemenpurposesDue to the type of traffic this circuit
canbe muchslower,even64Kbpsor 128Kbpscould suffice. If otherhostsinside the
remotelocationshouldbe monitored,andindependent. AN shouldbe devotedto this
purposeln-bandmanagementhatis usingthe existingdataWAN connectionslsofor
management;an be adoptedfor inter-regionalmanagementommunicationsbut it is
not optimal for the following reasons:

the managementraffic couldinterferewith fastor heavytraffic asdiscussed

in details previously

havingindependentircuits for managemenand dataimprovethe reliability

of the solution

havingindependentircuitsfor managemenanddataimprovethe securityof

the solution.

Suggestions:have a fully dedicatenetwork, WAN and LAN, and aroundthe clock
monitoring.
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2.2 Security Against External Events and Malicious Attacks

Malicious attacksagainstnetworksand hosts are always possible.The first line of
defensanustbe the physicalsecurityof the hardware the procedureso guaranteehis
and the training of the personnilalicious attacks are a threats because they can

disclose private/secret information;

reduce or halt the services;

obtain the control of the services.
For a serviceof suchanimportanceasthe one consideredn this project,noneof these
risks is tolerable. Moreover, it is important that no kind of information, and with
information hereit is intendedall kind of datapresentin hostsand networks, is left
unprotected.Experienceshows that even information that at first sight could look
meaninglesscan becomecrucial for a maliciousattacker.A malicious attackercould
discoverpatterndn a, atfirst sight,randomstreamof dataleft not protectedandbe able
to inject in the stream totally meaninglessbut formally correct data with the
consequencef reducing,changingthe behaviour,completelystoppingor eventaking
control of the servicesThusit shouldbe practicallyimpossiblefor a maliciousattacker
or anyone who is not correctly identified and authorized to do so, to

obtain information from the hosts and the networks
inject information in the hosts and the networks.
For access to all information there should be appropriate levels of
- authentication
authorization
accounting
confidentiality.

2.2.1Threats and Risks for Inter-regional Communications

CommunicatiorbetweernregionalAreaCenterssuffersthe generaltthreatsandrisksjust
described.

2.2.2Threats and Risks for Transient Stability Communications

Communicationfor Transient Stability suffers the general threats and risks just
described.

2.2.3Threats and Risks for Voltage Stability Communications
Communication for Voltage Stability suffers the general threats and risks just described.

2.2.4Threats and Risks for Management Communications

It is particularly important that managementconnectionsare protected, since an
unauthorizedacces2o managementesourcesangive to an attackerdirectaccessand
control to all hosts and networks.
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2.2.5Mitigation of Malicious Attacks

First of all, comprehensve security policy and procedures must be preparedadopted
and enforcedior personnel, network, hosts and software adoption and maintenance.

It is assumedhat physical security of all hostsand networkswithin all premisesis
guaranteedSinceall networkswithin all premisesare cabledand physicalsecurityis
guaranteedjo attacksfrom within the premisesareconsidered! It mustbe notedthat f
amaliciousattackergainsacces$o a premiseandobtainsdirectcontrol of a host,sheor
hewill be ableto remotelyinfluenceor evencontrolthe full regionalArea Systemand
all remotehostsconnectedo it. For thisreasorall hosts,includingrouters switchesetc.
mustbe configuredwith the highestpossiblesecuritythattheyprovideevenfor physical
accessatthe console at leastby the useof usernameandpasswordsvherevermpossible.
Consoleaccessvith smarttokensor similar identificationdeviceswould be better,since
an attackershould first obtain a device and then discover username passwordetc.
Unfortunatelythis kind of protectionis not yet incorporatedin network devicesand
seldomin serversOf coursethis kind of protectionwould not makeit impossiblefor an
attackerwho hasphysicalaccesgo do what sheor he wants,but it will makeit more
difficult. At the end,an attackerwith physicalaccesscould just replacethe hostswith
her own new hardware.
The WAN transitis the mostexposedo a maliciousattack.Evenif only leasedlines,
directcircuits areconsideredandpacketswill nevertransiton public (internet)circuits,
still it is not possibleto guaranteehe physicalsecurityof the cablesagainstaccidental
or intentional attacks and damages,even less in case of wireless or satellite
transmissionsThusthe WAN transitmustbe consideredot secureandbackuplines,as
discussedn section82.1, must be adoptedin caseof intentionaldamageto a line,
moreoverencryption[12,42] must be adoptedon all links to preventnon-destructive
direct malicious attacks.
Forthis lastthe technicallysimplestsolutionis to realizerouter-to-router,asopposedo
end-to-encor host-to-hostIPSEC[9] Virtual PrivateNetworks(VPN). In this scenario
on each WAN circuit only encrypted packets will tran$§iSEC VPNguarantees
- authenticationsinceonly the two routerswhich are peersknow the secret

keys used to encrypt the packets

authorization:since only authenticatedgacketswith somespecific sources

and destinationaddressesare admitted, thus for examplea VPN tunnel

cannotbe usedto send packetsto a destinationwhich is not explicitly

configured in the tunnel itself

accountingsincetherouterscan (partially) keeptrack of the packetswhich

transit through the VPN tunnels

- confidentiality: since all traffic within the tunnel is encrypted.

Today, to satisfy these requirementsthe IPSEC VPN tunnel must use ESP
(EncapsulationSecurity Payload) and not AH (Authentication Headers)mode, and
shouldadopt3DES (Triple Data Encryption Standard)or AES (AdvancedEncryption
Standard)encryptionwith at leastgroup 2 DH (Diffie-Hellman) and SHA1 (Secure
Hash Algorithm version 1) or MD5 (Message Digest version 5) checksum algorithm. An
attackerwill not be ableto decipherthe packetsin transit,nor he/shewill be able to

7 Anyway throughthe useof social engineering(i.e. the useof humancommunicationjmpersonation

or bribesandsimilar social strategie} this kind of attackwill bethe mostlikely to be attemptedand
to succeed.
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inject packetsin the tunnel since he/shedoesnot know the secretencryptionkey and
cannotdeduceit from the traffic. The protocolis alsoresistantwith respectto man-in-
the-middleattacks thatis the establishmenof VPN tunnelswith a routerownedby the
attacker.

Moreover the protocol adds strong consistencycheckson the packetitself, which
guaranteeshat no modifications of the packet, accidental or intentional, can go
undetected. Malformed packets, as with other network protocols, are discarded.
In this configuration,the routersbecomethe weakestpoints sincean attackercould try
to inject traffic in the circuit to gain accesso a router. Currentroutershave firewall
[3,5,45] and limited Network Intrusion Detection (NIDS) [15] features.Thus one
possibility is to configure all routerswith thesefeaturesand control directly on the
router the traffic which tries to accessthe internal network and the router itself, and
viceversa the traffic that from the internal network tries to enter the VPN tunnel or go on
the WAN circuit. If well configuredthesefeatureswill not add particular delay to
packets in transit on a reasonable high level router.

Onerisk that shouldbe considereds if a maliciousattackergainscontrol of a remote
location, for examplea site with a PMU, and is then able to senddatathrough the
encryptedtunnel. In this casethe datawhich will arrive at the regional Area Center
throughthe VPN will be correctlyauthorizedandvery little canbe doneaboutthis. The
presencef afirewall anda NIDS examiningthetraffic afterit hasexitedthe encrypted
tunnel,will anywaybe ableto detectandpossiblystopthe attackerIndeedthe attacker
will try to accesservicesor hostswhich will not be usuallyaccessedyy the PMU, and
this kind of traffic should be detectedby a well-configured NIDS and possibly
automatically stopped by a firewall.

Thus a more completesolution would requireto install at eachlocation one or more
firewalls and NIDS. A possible more general solution is indicated in Figure 2.

f % |
WAN Router FW VEN EE
NIDS NIDS

Figure 2. General positioning of Firewall, VPN concentrators and NIDS.

Onefirewall is locatedbehindthe routerandthe VPN will endon a VPN concentrator
just behindit. After the VPN concentratoanotherfirewall will filter the packetswhich

have come out of the encryptedtunnel. Indeedthe two firewalls have two different

purposesthe first to permit only the encryptedtunnelto reachthe VPN concentrator,
the secondo filter the contentsof the encryptedtunnelin casea maliciousattackerhas
takencontrol of the remotesite andtries to inject packetsin the encryptedtunnel. As

with anysecuritysetup,it is betterif thetwo firewalls areby differentvendorsCoupled
to eachfirewall thereis a Network Intrusion DetectionSystemwhich hasthe duty of

detecting and reporting anomaloustraffic and, in case, of activating automatically
counter-measures when under attack.

In this configuration therouterwill haveto protectitself from attackeravho aim to take

control of the router, but will not have neitherto terminatethe VPN tunnel nor to
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examineghetraffic from/to theinternalnetwork.Thushavinglessto do, it will befaster.
The VPN concentrator indeed helps the router by terminating all encrypted tunnels.
It is to be notedthatthe introductionof extracomponentdike firewalls andNIDS gives
morecomplicationat the managemerievel andat the sametime morepointsof failure.

It shouldbe stressederethat managementf firewalls andNIDS is a delicatetaskand
requirehighly specializedpersonnelSincethis kind of expertises difficult to find and
expensive, this service can be obtained in out-sourcing from specialized companies.

Various simpler solutions can be designed.One which could be of interestfor this
project is to assignto the router the duties of the first firewall and of the VPN
concentrator, as in Figure 3.

JES ||
I I | |
WAN Router FW LAN
FW VPN NIDS

Figure 3. A simpler positioning of Firewall, VPN concentrator and NIDS.

In this configurationthe router can apply NIDS and firewall functionsto the external
WAN interface. The VPN tunnel would then be terminatedon an virtual internal
interface which would play the role of the VPN concentrator.Still the remaining
firewall and NIDS will protect the hosts in the internal network.

A final simplification consistsin eliminatingalsothe remainingfirewall andNIDS and
assign their functions to the internal interface of the router.

As generalcommentson the simplified solutions,it hasto be consideredhat a router
with firewall and NIDS featuresis not completely equivalentto have dedicated
hardwarebuilt on purpose.Moreover,if in the final simplestconfigurationthe router
falls in the handsof anattackerall is lost, whereasn thefirst solutionthe attackemwiill
still haveto gain accessto 2 firewalls and one VPN concentratorand, if all is well
configured,the chanceghat the NIDS will detecttheseattacksare extremelyhigh. A
similar argumentholds for the middle configuration.Thus greatcare should be taken
before choosing one of the simplified solutions.

The choiceof thetype of firewall is alsoa critical pointin the setup.Dependingon their
internal logic, it can be generically considered that there are 3 kinds of firewalls:
1. AccessControlList (ACL): the simplestkind of firewall is basedn alist
of checkswith respectsto the network and transportheadersof the
packetseverypacketis checkedagainstthis list in orderandat the first
match a command usually of accept or deny, is applied
2. Statefullnspection:an extensionto the previouscase,once a packetis
acceptedall following packetsbelongingto the same connectionare
accepted without the need to be checked against the List
3. Application Level: the firewall in this caseworks at the higherlevels of
the OSI pile, by proxying all connectiondbetweenclientsandserversjn
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practiceit behavessif it wasthefinal serverfor a client,andasif it was
a client for the real server;in betweenit can checkthe contentof all
passing packets.
Obviouslycurrentfirewalls do often havefeaturedelongingto all 3 kinds,evenif pure
Application Level firewalls are usually quite different from the other two kinds.

Forthe applicationsof this projectandthekind of datatransferrecetweerthe different
location, the choice is betweena ACL or a Stateful Inspectionfirewall. Indeedthe
traffic comingfrom the outsidenetworkis encryptedandin this casevery simple ACL
rulesare enoughfor the externalfirewall. More difficult canbe the job of the internal
firewall and this will be discussed in turn in each case.

For what concernghe high-availability of thesesecuritydevices,all the considerations
donein section82.1 mustbe applied.In particularFirewall, NIDS, VPN concentrators
must be redundant or doubled, depending on the LAN on which they are.

An alternativesolutionfor the securityof the datais to adoptend-to-encencryption.In
this solution,datais encryptedbeforeleavingthe sourcehostandis decryptedonly by
the arrival host, for examplethe datais encryptedby a PMU and decryptedby the
regional Area Center ComputationalUnit. This solution guaranteeghe end-to-end
securityof the data,whereaswith router-to-routeNPN, all traffic onthe internal LANs
is not protectedby encryption.If physicalsecurityof the premisesis guaranteedthe
securityaddedby this solutionwould not be particularlyrelevant.ln any case therules
of defensean depthstatethat more layersof barriersmustbe deployedto obtain more
effective security systems$his solution offers the following advantages:
end-to-end encryption
lesswork for routersandnot necessityof VPN concentratorsywhich implies
lower delays on the network.
On the other side there are the following disadvantages
- encryption/decryptionmust be done in all hosts, for exampleif at the
regional Area Center more than one host is presentfor the ANN, the
communications between all these hosts should be encrypted too
for connectionswhich require minimum latency, encryption/decryption
cannotbe donein softwarebecausereciousresourcesf the hostswill be
usedfor this, but mustbe donein hardware thusall hostsmustbe supplied
with encryption/decryptiorhardware;if at a regional Area Centerthereis
more than one host, the extraencryption/decryptiorof the communications
between the hosts in any case add extra delays
newhardware(andsoftware)meanamorepointsof failure,andmoredevices
to manage
changesn securityprotocolswill requirehardwarechangesn all hostswith
encryption cards
possibility of controlling the incoming dataafter it hasexitedthe encrypted
tunnelarevery limited sincethe datawill alreadybein the destinationhost,
thusif a maliciousattackerwill takecontrol of a remotesite, he/shewill be
ableto sendpacketdirectly to an hostat the regionalArea Centerandeven
if it still possible,dependingon the OperatingSystemof the host,to apply
some filters and checks to the incoming packets, not the full extensive checks
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provided by firewall and NIDS are possible.
Safe these changes, all considerations done before apply also to this solution.

An importantissue,unfortunatelytoo often overlooked,is the maintenancef software
releasegor all platforms,from hoststo routersetc. Within the managemendutiesthere
must be devotedpersonnelto this maintenanceand proceduresmust be in placeto
guarantedhat securitypatchesare appliedas soonastechnicallypossible.This means
that patches and upgrades must be applied to all devices as soon as it has been tested and
verified that the patchor upgradedoesnot interfere with the normal operationof the
devices. Again, maximum priority must be given to this activity.

It must be also verified, for exampleonce a year, if the protocolsadoptedfor the
securityof the communicationslike IPSEC,3DES etc., canstill be consideredsecure
for this particularapplication.In casethere have beenparticularadvancesn crypto-
analysis,it could be requiredto upgradeor changeall or partof the securityprotocols
adopted.

2.2.6Mitigation of Malicious Attacks for Inter-regional Communications

In the caseof inter-regional connectionsbetweenregional Area Centers,it seems
appropriateto adoptthe first more generalsecurity setup previously illustrated (see
Figure2.), usingrouter-to-routetPSECVPN. Thefilters andcontrolsshouldbe applied
both at the outsidetraffic arriving at the externalrouter, and at the traffic just exited
from the VPN tunnel,asdescribedbefore.In casemaintenancandcostswill makethis
solution difficult to implement, the second solution (see Figure 3.) could be
implemented. It is not suggested to adopt the simplest, router only, configuration.
Sincethe connectionsestablishedetweenthe regional Area Centersare of different
type usingboth TCP andUDP, andin samecasesalsocomplicatedprotocolslike RPC
[24] can be adopted,a Stateful Inspectioninternal firewall is suggestedn this case.
Indeed this type of firewall will be able to understandmany, if not all, kind of
connections and automatically open and close the needed and authorized ports.

Suggestions: adopt security policy for personnel, network, hosts and software
maintenancelocal physical security, encryptedtunnel on WAN circuits with IPSEC
VPN (3DES or AES, ESP, group 2 DH, SHA1 or MD5 ), firewall, NIDS and VPN
concentrator as in Figure 2 (preferred) or 3; all hardware must be redundant.

2.2.7Mitigation of Malicious Attacks for Transient Stability

In principle, for the highest performancerequestedby this service, host-to-host
encryptionwith dedicatedhardwarecards could provide the fastestsolution. In this

solution the regional Area ComputationalUnit is not protectedby malicious traffic

injected in the tunnel at the remote location. From this point of view it could be

consideredto install Host Intrusion Detection Systemon the ComputationalUnits.

Again the problemis to evaluatethe benefits of such software with respectto the
amountof resourceghat they will useon the ComputationalUnit hosts.In any case,
connectionof the ComputationalUnits towardsother networks,for exampleto the SC-
PM SCADA or to remotemanagingstations mustbe protectedby firewalls andNIDS,

obviously different hardwarewith respectto the onesin caseadoptedfor the WAN

connections considered before.
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The most commonsolution, easierto implementand maintain, is to adoptrouter-to-
routerencryption.Probablythe bestcompromisebetweensecurityand efficiency is to
adopt an unbalanced solution.

At aremotelocationof a PMU, the simplestsolutionwhereall dutiesof firewall, VPN
and NIDS are done by the router, can be adopiteel reasons for this choice are that the
internal network at thesepremisess very simple and little datahasto be transmitted.
The managemenbf the remote hardwarewill be simplified and the delayswill be
minimizedby havinga high level routerdo everything.The majorrisk is if anattacker
getscontrol of therouteritself, in this casehe/shewill be ableto inject traffic towards
the regionalArea Center,andto senddataon the internal network. This secondis the
highestthreat since the attackercould try to sendfake remedialcommandswith the
intent of perturbingthe normal operationof the electricalnetwork. This risk shouldbe
mitigatedby the managememetworkof the routerwhich shouldbe configuredin such
a way to notify the operator if changes in the router configuration take place.

At remotelocationswhere remedialcommandsare sent, it is suggestedo adoptthe
solutiondescribedn Figure 3., thatis with a firewall afterthe routerthatwill filter the
data arriving out of the VPN from regional Area Center. The reasonfor this extra
securitywith respecto the caseof the PMU'slocationsis becausen attackercouldtry
to inject somefake remedialcommandsandif the attackeris ableto enterthe router,
without a firewall no otherdefensewould remain.lIt is also suggestedrom a security
point of view, to haveafterthe firewall andbeforethe final devicean hostwhich could
receivethe commandfrom the regional Area Center,apply somestrong consistency
checksandonly afterthis it shouldpassthe commando the device.In presencef this
host,anintermediatesolutioncouldbe adoptedvherethe hosthasanintegratedirewall
andthusit is not neededo haveanindependentirewall applianceThis solutionwould
be less securethan the previous one, but it could reduce delays and be easierto
maintain.

At the regional Area Centerthe solution describedin Figure 2. or, if deemednot
possible at mostthe onedescribedn Figure3. mustbe adoptedFor whatconcernghe
type of firewall, it should either be configured as a ACL or Stateful Inspection
dependingon the performance®f the firewall itself. Different firewall from different
vendorsadoptdifferentinternallogic to filter the packetsandit is difficult to estimatea
priori if with the kind of traffic thatwill flow throughthem,it will be more performant
to useshortandwell written ACL or simple Statefulrules.It hasto be rememberedhat
thetraffic which will passis of simpleUDP packetssothatgoodACL rulescouldstill

give the best performance.

At a remote location the router will haveto do more work to encrypt and decrypt
packets,and this amountsto someextra delay. To quantify this, the testsof section
81.2.2.5havebeenrepeatedstablishingoetweenthe two routersan ESPIPSECtunnel
with 3DES, SHA1 andgroup2DH. The samemeasurementasin 81.2.2.5havebeen
repeatechow transmittingthe packetsthroughthe VPN tunnel. The delayin the one-
way transit hasincreasedy 5ms,to 19msfor 100Bytespacketsand by 6msto 22ms
for 500Bytespacketslit shouldbe consideredhattherouteris a very low level model,
and that for higher level models there exist hardware cards which make the
encryption/decryptiomeducingthe delay.Moreover,without encryptioncard, the delay
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is also proportionalto the amountof traffic that must be encrypted/decryptednd the
speed of the CPU.

At the regional Area Centerthe presenceof firewall and VPN concentratorwill add
delays,just by the fact thateachpackethasto be loadedandunloadedby eachdevice.
Dependingon the solutionchosenandthe kind of hardwareemployed,delaysof a few
milliseconds will be added by these devices.

Suggestions: adopt security policy for personnel, network, hosts and software
maintenancelocal physical security, encryptedtunnel on WAN circuits with IPSEC
VPN (3DES or AES, ESP, group 2 DH, SHA1 or MD5 ), firewall, NIDS and VPN
concentratoasin Figure 2 (preferred)or 3 for the regionalArea Center,the all-in-the-
routersolutionat the remotelocationswith PMU, andsolutionasin Figure3. at remote
locationswhereremedialcommandsare sent; all hardwaremust be redundantat the
regional Area Center.

2.2.8Mitigation of Malicious Attacks for Voltage Stability
The discussion for the Transient Stability applies also to this case.

Suggestionsthe solution for the Transient Stability applies also to this case.

2.2.9Mitigation of Malicious Attacks for Management Communications

An issuethatshouldnot be overlookedis the securityof the managementf thedevices.
As previously discussed,a full managementsolution, preferable using different
networks from the data ones, must be in place. An attacker must not be allowed to attack
any managemenhost or communicationchannel. Besidesthe information that an
attackercould gatherfrom listeningto the communicationdetweerthe deviceshe/she
could be able to inject commandsreduceor completelyhalt the servicesor evenget
full accesdo the devices.Again all managementommunicationdetweenall devices
must be encrypted.In this caseit is not suggestedo usean encryptedtunnel, but to
adoptprotocolswhich are intrinsically secure,that is adoptend-to-endcryptography.
For exampledirect remoteconsoleaccesgo hostsand routersshouldbe allowed only
using the Secure-Shell[SSH (or similar) protocol and not TELNET, analogously
SNMPv3 (Simple Network Managemen®rotocolversion 3) with encryptionmustbe
adoptedand not previousversionsof SNMP. Moreover,all communicationshouldbe
oneway thatis the centralmanagemenghouldbe allowedto connecto theremotehost
butnotviceversato preventtherisk of aremotehostfalling in thecontrolof anattacker
who could theneasily haveaccesdo the centralmanagemenstationandfrom thereto
all network. Securityagainstattacksof all managementostsand networksmustbe at
leastat the samelevel of the security procedureadoptedfor the data,and the general
considerationslone previously apply also in this case.For examplethe adoption of
firewalls and NIDS should be considered also for the management network.

Suggestions: adopt security policy for personnel, network, hosts and software
maintenancejocal physical security, host-to-hostencryption and secure protocols,
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firewall and NIDS.
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3 Suggested Solutions

In this sectionthedifferentsolutionswill be summarizedMoreoverat theendsometest
configurations will be indicated.

3.1Inter-regional solution

3.1.1WAN Network

Adopt & dedicated256Kbpsleasedcircuit with, for example,Frame-Relayor use a
2Mbps connection with ETSO-Electronic Highway.

3.1.2LAN Network
A full-duplex 100Mbps FastEthernet network is suggested.

3.1.3Dependability

It is necessary to have a backup connection, and this could be é256Kbps line, or a
satellite connectionsince the delay in this caseis not too important,or againevena
dialup isdn connectionat 128Kbps.If a 2Mbps circuit with ETSO-ElectronidHighway
is chosento avoidbottleneckst is suggestedhatthereis areservedackupcircuit only
for this traffic, or that the backupcircuit would be at least 1IMbps. To guarantedast
backup,doubleroutersareneededandit is importantto haveconstantmonitoringand
hardwarecontractswith supplier for hardwarereplacemenwithin 4 hours. Internal
LAN andhostsshouldbe doubledor redundantOn-siteand Off-site backupof all data
and configurations is needed.

For security router-to-router encryption and a firewall, NIDS, VPN concentrator
solution like the one in Figure 2. or Figure 3.

Comprehensiveecuritypolicy and proceduresnustbe preparedadoptedandenforced
for personnel, network, hosts and software adoption and maintenance.

3.2 Transient Stability

Figure4. is a diagramof the proposedgeneralnetwork solution,dashedines indicate
managementonnectionsin the Figureonly PMU areindicated,but the samenetwork
structure can be adopted for remote devices which should receive remedial commands.
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Figure 4. A diagram of the proposed general network solution,
dashed lines indicate management connections.
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3.2.1Delays Assessment

As alreadystated,the full procedurefrom the startingof the physicalphenomenorio
the momentin which the remedialactionis effective, must completewithin 500ms.
After the discussionn the previoussectionsthe time neededor the procedurecanbe
detailed as follows:

10ms for the PMU to prepare the daiafdut data)

200ms for a PMU to sendall dataneededto recognizea phenomenon
(input data)

10ms for the hostat the remotelocationto preparethe datato be sent
on the networkrequirement on implementation);

100ms of transmissiondelay time for the data (maximum 400Bytes
per measureksentby a PMU on the LAN and WAN networks
includedencryption/decryptiorand firewall filters to reachthe
regional Area Center Computational Uras(imated

50ms for all hosts at the regional Area Center to receive, upload,
analyzethe datasentby the PMUs and prepare download,send
a remedial command, included the time needed for
communicationdetweenthe hostsat the regional Area Center,
if more than one host is presergquirement on
implementation)

80ms of transmissiordelay time for the data(lessthan 70Bytes)sent
by the regional Area Center ComputationalUnit on the LAN
and WAN networks included encryption/decryption and
firewall filters to reach the remote remedial action device

(estimated
70ms for the device to realize the remedial actimp(t data);
520ms SUM

All timings hereconsideredarein the worst case estimatedimings mustbe verified in
the implementation.A different estimatecan be done consideringdelaysin normal
conditions:

<10ms for the PMU to prepare the daiafdut data)

200ms for a PMU to sendall dataneededto recognizea phenomenon
(input data)

<10ms for the hostat the remotelocationto preparethe datato be sent
on the networkrequirement on implementation);

<40ms of transmissiondelay time for the data (maximum 400Bytes
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per measureksentby a PMU on the LAN and WAN networks
included encryption/decryptiorand firewall filters to reachthe
regional Area Center Computational Urast{imated

<30ms for all hosts at the regional Area Center to receive, upload,
analyzethe datasentby the PMUs and prepare download,send
a remedial command, included the time needed for
communicationdetweenthe hostsat the regional Area Center,
if more than one host is presergquirement on
implementation)

<30ms of transmissiordelay time for the data(lessthan 70Bytes)sent
by the regional Area Center ComputationalUnit on the LAN
and WAN networks included encryption/decryption and
firewall filters to reach the remote remedial action device

(estimated
<70ms for the device to realize the remedial actimp(t data);
<390ms SUM
Moreoverin thisdocumenit hasbeenstatedthatto mitigatevariousrisks (for example:
lost measurementdpst packetson the network, needof more time to recognizethe
phenomenomswitchingof WAN links or aremedialactionwhichtakesmorethan70ms
to complete) it is necessary to introduce a Safety Factor which should be at least
120ms Safety Factor.
Thus, including the Safety Factor the total delays beome
640ms worst case
<510ms normal condition.
Based on these results, the following conclusions can be taken:
in normal conditionsevery phenomenorcan be successfullyaddressedin
normalconditionsthe SafetyFactoris not needed}kincethetotal delayis less
than 390ms;
if, for example whatareusuallyconsiderechormalnetworkoscillationin the
transit delay happen,it is not possibleto give any assurancethat the
phenomenawhich require maximum delaysof 500ms,can be addressedn

time;

there is no possible risk mitigation for the phenomenawhich require
maximum delays of 500ms;

8 A conditionwhich couldleadto the normal condition+ SafetyFactor situationis whena packetis
lost but all others just before and after it on the same circuit, are delivered with average normal delay.
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worst casenetwork and host conditions,and risk mitigation as discussedn
this Deliverableareassuredor phenomenavhich havetime scalelargerthan
640ms.

In conclusion,in normal network and host conditions, fast phenomenarequiring

maximumdelaysof 500ms,canbe addressedyut no risk mitigation or assuranceanbe

given that this will happenin every circumstancePhenomenavhich havetime scale
largerthan640mscanbe fully addresseavith the approachandtechnologiesliscussed
in this Deliverable.

It shouldbe stressedhat further analysis,different technologiesor implementations,
direct testsin laboratory and on field, could improve (or disprove)the results here
presented.

It shouldbe also considerecherewhat are the changego thesetime schedulingif the
PMU modelwith a frequencyof the measurementsf 20 per secondthatis oneevery
50ms,would be chosennstead.Theonly changeto the previousestimatesvould bethat
thetime neededo recognizeda phenomenonvould be 230msinsteadof 200ms.There
will be thenanincreaseby 30msof all previousestimatesOn one side this makesit
more difficult to assurethat the 500msphenomenaare always addressedvithin the
maximumdelay, sincenow in the Worst CaseScenariothe maximumdelayis 670ms.
Onthe otherhand,mostof the phenomenaequirea maximumdelayof 800ms,whichis
still easilyassuredAt the sametime with this secondmodelof PMU the measurements
arrive atthe ComputationalUnit every50ms,leaving30msmoreto analyzeall dataand
detect a fault before a new set of data arrives.

3.2.2WAN Network

Adopt 2Mbps dedicatedATM WAN circuit with guaranteedielay, it is suggestedo
requestguaranteedne-wayaveragedelay of the order of 20msand maximumdelay
lessthan60ms.Assuredpacketloss< 0.3%or similar on the WAN circuits. High level
routersare requestedo end thesecircuits. ReserveWAN and LAN circuits only for
communicationsbetween PMUs and regional Area Center, with the only possible
exception being traffic going in the opposite direction for remedial action commands.

3.2.3LAN Network

A full-duplex 100MbpsFastEthernehetworkat the regionalArea Center,andat leasta
half-duplex10MbpsEthernetetworkat the remotelocations.Fastswitch arerequested
at the regionalArea Centerwhereas?MU anddevicesshouldbe directly connectedo
the routersat the remotelocations. Data should be transmittedusing UDP protocol.
Have a high quality, fully redundantostascomputationalunit with many CPU, large
RAM and fast disk array. Adopt if possible a Real Time Operating System.

3.2.4Dependability

Adopt N-1 PMU distribution model; have doubledWAN 2Mbps circuits fully active
sending double packets; current assurance of channel availability offered by provider are
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of 99.99%(alloweddowntimeof 53 minutesperyear)or 99.95%(alloweddowntimeof
4.4 hour per year); have fully doublednetwork at the regional Area Center; have a
single, very high level, fully redundantComputationalUnit; adopt full data and
configurationBackupstrategieshave hostsat remotelocationswith hot-stand-byunit;
have hardware maintenance and fast replacement contracts.

For security router-to-routerencryptionshould be adoptedand, at the regional Area
Center a firewall, NIDS, VPN concentrator solution like the one in Figure 2. or Figure 3.
At the remotelocationswith PMUs should be adoptednsteadthe simple solutionwhere
everythingis done by the high level route, and solution as in Figure 3. at remote
locations where remedial commands are. sent

Comprehensiveecuritypolicy and proceduresnustbe preparedadoptedand enforced
for personnel, network, hosts and software adoption and maintenance.

3.3Voltage Stability

Thesolutionfor the VoltageStability is similar to the onefor the TransientStability, but
due to the lower requirementson network delays, slower or less guaranteed/VAN
circuits canbe adopted For exampleFrameRelay[4] circuits from 512Kbpsto 2Mbps
can be adopted,and backup circuits can be also via satellite links. Analogouslyless
requirementsare on the quality of the hardwareand Operating Systemschosen.All
other features are the same as for the solution proposed for the Transient Stability.

3.4Management Network

3.4.1WAN Network

The optimal solutionis to haveindependen{not too fast) permanentircuits dedicated
to this task with dedicatedrouters. For the inter-regional networks also in-band
communication is possible.

3.4.2LAN Network
An independent LAN is suggested.

3.4.3Dependability

All hardwaremusthavecontractwith supplierfor hardwarereplacementvithin 4 hours.
There should be on-site and off-site backup of all data and configurations. All

communicationshouldbe encryptedadoptinghost-to-hossecureorotocolslike SSHor
SNMP-v3.Wherevemossibleall communicationshouldbe one-way,thatis only from
the management server to the clients and not viceversa.

3.5 Test Configuration

The main configurationneededto be testedis the one for the TransientStability, to
explicitly verify that all time constraintsare satisfied by the proposedsolution. To
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conduct reliable tests, the Transient Stability solution can be simplified as follows:
the WAN circuit can be chosento be a 2Mbps point-to-point Frame-Relay
link without explicit strict guarantees
routers and network devicescan be of not so high quality and without
guaranteed performances
the LAN at the regional Area Center can be single instead of double
the simplestsecuritysolutioncanbe adoptedwherefirewall, VPN andNIDS
activities are all done by the routers
thehardwareandOperatingSystemof the hostscanbe of lower quality from
the point of view of guarantees on speed for real-time analysis of data
no redundancy on the distribution of the PMUs can be adopted
management can be done in-band

In any case,careful considerationsnustbe doneto verify thatthe testsetupwill give
reliable indicationsfor the true configuration.For example by choosinglower quality
hardwareand softwarefor the hosts,more delayscan be introducedthanin the true
solution. On the other side, by simplifying the network and omitting for examplethe
firewalls, the delays introduced by these other network devices are not taken in
considerationA detailedanalysismustbe doneconsideringhe preciseperformancesf
all networks and hosts both in the test and real setup.
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4 Dependability Analysis

In this fourth Part,furtherformal dependabilityanalysisof the EXaMINE infrastructure
describedin the previousparts of this Deliverable,will be addressedMost of the
analysis will be done based on the recent work of the DSoS project [46].

4.1 Conceptual Dependability Analysis

To start a dependabilityanalysisit is necessaryto have a formal descriptionof the
EXaMINE system.For this reasonit is necessaryo reformulatethe entire structureof
the EXaMINE system in a form suitable for this analysis.

The EXaMINE projecthasbeendivided in two modes,the Emergencyand Preventive
Mode. The EmergencyMode can be sub-dividedagain in two modes,one for the
Transientandthe otherthe VVoltage Stability phenomenaActually all two (three)modes
addresglifferent aspectof the samebasicproblem:providea moredependablsystem
for the provision of electricity. The fundamentaldifferencesbetweenthe two main
modes aré@

1. the Preventive Mode adoptpep-activepoint of view

2. the Emergency Mode adoptseaactivepoint of view;

moreover
1. the Preventive Mode addres$mge time scale issues
2. the Emergency Mode addressesrttime scalassues

and finally
1. the Preventive Mode requirsng distance interactions
2. the Emergency Mode requirsBortdistance interactions.

4.1.1Metalevel description of fundamental featuc# the Preventive Mode

The main goal of the PreventiveMode is to plan more preciselythe production of

electricalpower so to be ableto bettersatisfy the requestsn the following hours/day.
To obtainthis it is first necessaryo obtainmore precisedescriptionf the topological
currentstatusof the Electrical PowerSystemnetwork. The typical cycle of operations
could be summarized by the following diagram (Figure 5):

¥This section is mainly based on refs. [48], [49] and [52].
20 All terms adopted in these definitions are relative to each other.
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Figure 5. Preventive Mode Cycle

It is importantto considerexplicitly the administrativeaspectf the problem.Lets start

by assumingthat a companyproducesand distributesenergyfor a geographicahrea,
withoutoutsidelinks. In this caseall threeroles,Prevision,ProductionandDistribution

are managedonly internally. Nowadays this does not happen any more. The
fundamentalifferenceis that the main distributionlines are connectedwhich implies

that the geographicaladministrative)areasare connectedEnergyis transferredirom

one area to another. This implies that to make the Prevision for the internal production, a
companyneedsto takein consideratioralsothe contributionof the neighbouringareas.

The Figure Should then be modified as follows (Figure 6):

Figure 6. Extended Preventive Mode Cycle

It is quite importantto be ableto plan correctlythe ProductionandDistribution, the two

main reasons for this are:

1. an economical reason, since the flowing of electrical energy from one area to another,
or better the domain of one companyto another,is regulated by economical
transactions

2. atechnicalreason sinceover-productionor under-productiorof electricalenergyis
likely to produceinstability in the network and, most notablein the caseof under-
production, also problems for the consumers.

It shouldbe stressedhat the term GeographicalArea is not completelyproper,since
two companiescan operatein the same truly geographicalzone, having anyway
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differentdomains thatis customersMoreoveralsothe interpretationof Productionand
Distribution should be interpretedin the most generalway, since the free market
approachof many Europeancountriesand of the EU, introducesdifferent companies
which produceand other which distribute energy.Moreoverthere can be a governing
companyor Authority responsibldor the Previsionof the productionanddistributionof
the energyin a geographicabrea,usually coincidingwith nationalborders.The model
just proposedcan be applied both at the level of a geographicalareain an overall
approachandwithin eachcompanywherethe Productionand/orDistributionshouldbe
interpretedasrelativeto the companytype of businessin otherwords, this modelcan
be applied at two scale levels, the geographical/national level and a company level.

The main goal is then to obtain a systemwhich runs in equilibrium, requestand
productionmatcheachotherlocally andglobally. As it is obvious,this is anythingbut
an easy task.

A critical point is the interaction betweentwo different companieshaving common
domainboundariesThe main issueis that eachcompanyneedsinformation from the
other to plan its internal production,but at the sametime wantsto make the most
economicalprofit possible.Moreover, sensibly, neither companyallows the other to
haveaccesr controloverits own electricalnetwork. Thus,in mostcasesvenwithout
been direct competitors, there is an economical interest in the information interchanged.

The Preventive Mode of the EXaMINE project has developeda protocol and
application which addressesxactly this point: it provides and automatic way of
exchangingnformation aboutthe boundarieof eachnetwork soto be ableto makea
more preciseplanningof the productionanddistribution. This is achievedby havinga
more accurateway of determiningthe actualstatusof the electricalnetworkincluding
its boundariesanda moreaccuratdorecastof the networkstatusln practiceacompany
shouldhave EXaMINE connectionswith all companieswith which it sharesa border,
geographicabr administrative.When the companyneedsto makea Previsionit will
requestll Partnerdor updatednformationsabouttheir boundarieslt shouldbe noticed
thatit is not neededor a Partnerto passall informationaboutits internalnetwork, but
only someinformationsaboutthe network nearits boundary.This applicationwill be
run manually by each company when needed, from every few minutes to a few hours.

In thisway a companywill be ableto havea moreaccuratenetworkactualstatusandto
producea more detailedand more accurateplan for the Productionand Distribution of
electrical power.

Following refs. [48] and [49] we now attempta first classificationof the Preventive
Mode. For the PreventiveMode a components an EXaMINE partner,that is a full
company.

Attributes of Systems and Collection of Systems

1. The componenthaveindependent existence from the SoSconsideredy the
EXaMINE project

2. The components hawedependent operatipne. independent management

3. The componenthaveindependent evolution but the interfacesbetweenthem
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are stable as been fixed by EXaMINE

4. The componentshave no controllability or intercessioninterfaceson each
other

5. The componentshave no observability or introspectioninterfaceson each
other

6. A componenthasdependabilityprovisionsw.r.t. internal faults and has not
dependability provisionw.r.t. external faults

7. Thecomponentsareintegrated at the electrical network level, at the transport
ICT network level andat the application ICT level by sharingthe EXaMINE
Preventive Mode Application

8. The componentsnteract for the ICT partin a event-triggered modeandwith
client-servettype interaction style

9. The components hawatic name binding

10.The components hawgobal time that is they are globally synchronised

111t is assumedhatall mismatches areknown a priori, thatthe componentsare
dependablendthat thereare clear andfixed syntax,flow control, protocol,
data representation, temporal accuracy and semantics for the ICT part

12 All components haveingle-failure fault tolerancenodel

To proceed it is needed to recall a few definitions.

Relationshipsbetweenall componentsare basedon their roles responsibilitiesand
conversationsThe term conversationis usedin the normative senseto describea
relationship betweentwo roles. Viewed at the organizationallevel, conversations
correspondo pre-defineccontractuabrrangementbetweersystemsEachconversation
is described by attributes such siginificance mutuality, capability andcontrol.

Significanceindicateshow the benefitsof the relationshiparebeingdistributedandcan
either be symmetrical(equal benefits) or asymmetrical(unequalbenefits). Mutuality
indicateshow responsibilitiesare being distributed.Capability showsif resourcesare
sharedby two systemsn orderto fulfil their responsibilities Control indicateswhich
agent in a network has the power to initiate or terminate a relationship.

In the Preventive Mode there are:
1. asymmetric significanctr each EXaMINE transaction
2. zero mutuality
3. low capabilitysince only little data is shared among two components
4. equally distributed control

Roles are holders of responsibilities Duties representthe tasks that roles need to
performin orderto fulfil their responsibilitiesin the PreventiveMode eachcomponent

has equal and reciprocal roles. It is possible to distinguigictareand gpassiverole. A
component has an active role when it initiates a relation with another component starting
the EXaMINE algorithmto producenew EPS stateinformation. A componenthasa
passiverole whenit is invoked by anothercomponentwith which it sharesa boundary.

The interaction between components it is then of the client-server type.

A componenthasdirect connectionwith one or more other componentswith which it
sharesa boundary.A componenthas connectionsonly with other componentswith
which it shares a boundary. Topologically this rgearest neighbour interaction
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A typical problemof nearesineighbourinteractionsis to guarantedhat the algorithm
convergesin otherwordsif thereis a modificationof the statusin onecomponentthis
is communicatedto the nearestcomponents,which change their statustoo and
communicatehis to their nearescomponent&ndso on. The algorithmmustbe fastin
convergingto the newstableconfigurationif sucha configurationexistsin the electrical
network, or to indicate that such new configurationis not possiblein the electrical
network.In both casesthe algorithm convergego an final answer.The problemis if
there is no answer and no stable point is reached.

Two componentsare connectedthrough a Linking Connection as describedin the
previousPartsof this Deliverable Eachcomponenbffersto apeera Servingor Linking

Interface(LIF) andoptionally a restricted Diagnosticand Managemen{DM) interface.
Thereis onesuchinterfacefor eachpeer.lt is suggestedhat eachcomponenbffer to

the peerarestrictedDM interfacethroughwhich the peercanobtaingenericdiagnostic
informationaboutthe statusof the EXaMINE machineand of the networkconnection.
This would help eachcomponento diagnosetechnicalproblemsof the peers'LIF by

adding more information for the humanoperatorsaboutthe statusof the EXaMINE

machine and network than the information exchanged directly through the LIF.

4.1.2Metalevel description of fundamental featud the Emergency Mode

We recall that the PreventiveMode hasthe purposeof being able to give the actual

topology of the electricalnetwork including the boundaryconnectionsand, basedon

this, the forecaststatusof the electricalnetwork.Basedon thesetwo informations,two

kinds of intervention are possible:

1. shorttime (minutes) humanor automaticinterventionto modify the statusof the
network

2. planmodificationsof the networkstatusin the nearfuture (usuallyhoursor days)to
optimize its future behaviour.

Still two main types of problem can appear

1. the planningis not successfutlueto changedconditions,i.e. differentrequestgrom
the users,or different productionor distribution capabilitiesthan thoseassumedn
the modelling

2. there are failures in the production and/or distribution.

In thefirst caseusuallythetime schedulesresuchthat the PreventiveMode andeven
humaninterventionare usuallyableto copewith the problem.For the secondcasethere
arephysicalphenomendor which the time scalesare quite outsidehumancapabilities,
thatis theyrequireinterventiondn the orderof secondsr less.The EXaMINE project
hasaddresseth the EmergencyMode two of suchproblemsthe TransientandVoltage
Stability.

The EmergencyMode is enactedwithin an administrative and technical domain

because:

1. the time schedule does not allow very long distance interactions

2. remedial actions must be put in action in an automatic way, without human
intervention.

Thus the the Emergencymode must work within an administrative and technical
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domain. The activity of the EmergencyMode can be simply summarizedby the
following diagram (Figure 7)

Figure 7. Emergency Mode

where EPS stands for the Electrical Power System, i.e. the electrical network.

Following refs.[48] and[49] we attempta first classificationof the EmergencyMode.

For the

Emergency Mode the componentsare the PMUs, the Regional Area

ComputationalUnit andthe remotedevicesfor enactingthe remedialcommandswhich
will be called Actuators.The RegionalArea Computationalnit is dividedin two sub-
components

1.

2.

a componentwhich receiveshe datasentby the PMU anddetectif thereis a
fault, called Detector

a componentvhich preparesa remedialcommandand sendsit to the remote
Actuator, called Resolver

Attributes of Systems and Collection of Systems

1.

The componentshave dependent existence from the SoS consideredby th
EXaMINE project

. The components hagkependent operatipne. the same management
. The componentdhave dependent evolution but the interfacesbetweenthem

are stable as been fixed by ExaMINE

. The Regional Area ComputationalUnit componenthas controllability or

intercession interfacesn the other components

. The components hawbservabilityor introspection interfacesn each other
. A componentasdependabilityprovisionsw.r.t. internalfaults andhas some

dependabilityprovisionsw.r.t. externalfaults in particularthe RegionalArea
ComputationaUnit hasdependabilityprovisionsw.r.t. the faults of the PMUs
and of the Actuators, whereas these latter do not of the others

. The componentsare integrated at the transport ICT network level andat the

application ICT whereasthe PMUs andthe Actuatorsare also integratedat
the electrical network level

. The PMUs and the Regional Area ComputationalUnit interact in a time-
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triggered modeandwith temporal firewall type interactionstyle, whereaghe
Regional Area ComputationalUnit and the Actuatorsinteract in a event-
triggeredmode and witltlient servetype interaction style
9. The components hawatic name binding
10.The components hawgobal time that is they are globally synchronised
111t is assumedhatall mismatches areknown a priori, thatthe componentsre
dependablendthat thereare clear andfixed syntax,flow control, protocol,
data representation, temporal accuracy and semantics for the ICT part
12 All components haveingle-failure fault toleranceiodel

This classification will be further explained and expanded in section §84.2

Recallingthe definitions introducedin the previoussection,in the EmergencyMode
there are:
1. asymmetric significanctr each EXaMINE component
2. high mutuality sincetheresponsibilityof the benefitsof the othercomponents
dependson eachcomponento be ableto deliver the requestednformations
in time
3. high capabilityfor the PMUs antbw capabilityfor the other components
4. theRegionalArea ComputationalUnit andthe PMUs havehigh control since
they send information and commandto other components,whereasthe
Actuatorshave low _control since they are activatedby the Regional Area
Computational Unit

The duties of each component are the following:
1. the PMUs must sendevery 20ms (50ms) a measuremenof the electrical
guantities to the Regional Area Computational Unit
2. the Detectormustreceivethe data,validateit, analyset anddetectif thereis
an electrical fault, all within the required maximum delay for eachcycle
(measurement)
3. in caseof a fault the Resolvermustpreparea remedialcommandto sendto
the relevant Actuators
4. the Actuatormustreceivethe commandyalidateit andputit in actionwithin
the required maximum delay.
Each component has the sole responsibility to carry out each duty, this being its role.

Two componentsare connectedthrough a Linking Connection as describedin the
previousPartsof this Deliverable Eachcomponenbffersto apeera Servingor Linking
Interface(LIF) andhasa Diagnosticand Managemen{DM) interfaceaccessiblgo the
operators at the Regional Area Centre.

The connectionsbetweenthe componentsare further detailed by the following
ADL/UML diagram prepared according to refs. [50] and [51] (Figufé 8)

2 Following the work of DSoS presented in refs. [50] and [51] the Rational Rose tool has been adopted.
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Figure 8. ADL/UML Architecture of the Emergency Mode

This diagramis reportedhereasa first stepin a detaileddependabilityanalysisof the
EmergencyMode.Beforestartingthis modelling,qualitativeandquantitativestudyi,it is
necessaryto go through a more detailed formal study and classification of the
Emergency Mode; this is done in the next section following ref. [47]. A
gualitative/quantitativestudy of the dependabilityof the EmergencyMode basedon a
ADL/UML formalizationalongthelinesof refs.[50] and[51] including the adoptionof
tools like QNAP, ASSIST/SURE and SPIN, will not be done in this Deliverable.
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4.2 Dependability of the Real-Time Infrastructure

Most of the analysis done in this section will follow the DSoS results of reference [47].
In this section the Transientand Voltage Stability Infrastructureswill be mostly
considered.

It is convenient to start by briefly recalling the relevant taxonomy.

4.2.1Taxonomy

Sparse Time Base: In the sparse-timenodelthe continuumof time is partitionedinto an
infinite sequencef alternatingdurationsof activity and silence The activity intervals
form a synchronizedsystem-wideaction lattice; all eventsthat occurwithin a duration
of activity of the action lattice are considered to happen at the same time.

Component: In the contextof a distributedreal-timesystem,a completenodeseemso

be the best choice for a component,a componentis thus consideredto be a self-

contained computer with its own hardware (processor,memory, communication
interface, interface to the controlled object) and software (application programs,
operatingsystem)which interactswith its environmenty exchangingnessageacross
linking interfaces (LIFs).

LIE: Linking Interface, of which there exist four types
1. Service Providing Linking Interface (SPLIF)
2. Service Requesting Linking Interface (SRLIF)
3. Diagnostic and Management (DM) Interface
4. Configuration Planning (CP) Interface

A componentconsistsof a communicationcontroller (CC) and a host computer.The
commonboundarybetweernthe communicatiorcontrollerandthe hostcomputemwithin
a component is called the communication network intei@ide

Closed Component: a componenthat interactswith its environmentonly via a single
SPLIF and it is not time aware

Semi-closed Component: in additionto the LIF input messagebasonly oneothertype
of (hidden)input messagea clock messagethatis generatedy a synchronizedlock
denoting the instant of the beginning of a sparse time-granule.

Open Component: a componenthathasoneor more SRLIFsthatacceptinput from the
natural environment.

Semi-open  Component: a componentthat can exchange data with the natural

environmentwithout delegatingcontrol to the naturalenvironmentA samplingsystem

that periodicallylooks at the naturalenvironmentunderthe control of the component's
internaltimer is an exampleof a semi-opercomponentAn interrupt-drivencomponent
that acceptsinterrupts from the natural environmentis an example of an open

component.
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Real-time Entitiesentities that change their state as time progresses.

Observation: An observations an atomic datastructureObservation= <Name,Value,
tobs>consistingof the nameof the RT entity, the observedvalueof the RT entity, and
the instant when the observation was made (tobs).

Sate Observation: A stateobservatiorrecordsthe stateof a statevariableat a particular
instant,the point of observationA stateobservationcan be expressedy the atomic
triple: <Name of the observed state variable, observed value, time of observation>

Event Information: Eventinformation containsthe differencebetweenthe statebefore
the eventand the stateafter the event. An eventobservationcan be expressedy the
atomic triple <Name of the observed state variable, value difference, time of event>

Composability: the act of combining parts or elementsto form a whole, for an
architecture to support composability, it must respect to the following four principles:
1. Independent development of components
2. Stability of prior services
3. Performability of the communication system
4. Replica determinism

Syntactic Specification of Messages: the specificationof the dataelementghatcrossthe
interface.The syntacticspecificationforms, out of the sequencef bits in a message,
larger (information) chunks and assigns a name to each chunk.

Temporal Specification of Messages: the temporalspecificationof messagesendand
receive instants, e.g., at what instantsthe messagesre sent and arrive, how the
messages are ordered, and the rate of message arrival.

LIF Service Model Specification: a conceptuainterfacemodelthatrelatesthe namesof
the chunksto the user'sconceptualworld and thus assignsa deepermeaningto the
chunks generated by the syntactic specification.

Operational Specification: the operationalspecificationof an interface the syntactic
specification and the temporal specification.

Metalevel Specifications: Consistencyf the specificationf the LIF servicemodelsof
the communicatingpartnerswhich assureghat the meaningof the informationchunks
in all involved components is in agreement with the user's intent.

State Message\ state message has the following characteristics:

1. Content: A state message contains state information

2. Flow control: A statemessagas sentand receivedperiodically at a priori
known instantsthat are commonknowledgeto the senderand the receiver.
Flow control is implicit and unidirectional.

3. Delivery method: Every state message must be delivered at-least once.

4. Error detection:Error detectionis performedby the receiverbasedon the a
priori knowledge of the instant of message arrival.
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Sate Message Interface or Temporal Firewalls: A temporalfirewall is anoperationally
fully specified digital interface for the unidirectional exchangeof periodic state
messages between a sender/receiver over a time-triggered communication system.

Event Message#n event message has the following characteristics:

1. Content: An event message contains event information

2. Flow control: An eventmessagés sentasa consequencef the occurrencef
a significantevent. Thereceiverhasno a priori knowledgeat whatinstantan
eventmessagewill arrive. Flow control is thus explicit and requiresa bi-
directional protocol.

3. Delivery method: Every event message must be delivered exactly once

4. Error detectionError detectionis performedby the sendebasedn atimeout
for an acknowledgement message from the receiver.

Event Message Interface or Client-Server: an event messageinterface is an
operationally fully specified digital interface for the exchange of event messages.

Sateless LIF: This is a LIF where a responseto a service requestdependson the
parameters of the service request only and is independent of the time of the request.

Sateful LIF: Thisis aLIF wherearesponseo the servicerequestdependshot only on
the parameter®f the servicerequestbut alsoon the instantwhenthe servicerequests
delivered.

4.2.2Principles of the analysis

It is importantto realizethatthe analysisof the Real-TimeLIF modelpresentedn [47]

is goal oriented while analgorithmicmodelis procesoriented.In this context,agoal is
adesirablestate.A goal-orientednodelspecifiestheintendedstate while a algorithmic
modelspecifiesactionsthat mustbe takenin orderto reachthis intendedstate. The LIF
servicemodelof a componenis differentfrom the modelthat describeghe algorithms

that are implemented within a component. For the presentation of the LIF service model,
the means-endhierarchyis relevant.A means-endhierarchyis goal oriented.The top-

most level describesa goal in an abstractform. Subordinatelevels specify more
concretesub-goalsthat contributeto the achievemenbf the top-mostgoal. Adjacent

levels of a means-end hierarchy are related gchreved-byelation.

In the real-timesparse-timéasedescription,eachcomponenbf a systemat any fixed
time is in a statewhich canbe describedoy a stateobservation But it is importantto
distinguish clearly betweenthe state of a LIF and the state of the componentthat
supports the LIF.

The DSoS Real-Time LIF model requires among other properties, that:

1. An interface should only serve a single purpose
2. The LIF conceptual model should be structured alomgans-endhierarchy.
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4.2.3Setup of the analysis of the Transient Stability Infrastructure

The TransientStability Infrastructuras the onewith the moststringentrequirementgor
real-timecommunicationsThe analysisdonein this casecan be easily adaptedo the
case of the Voltage Stability Infrastructure.

Thefirst stepof the analysiss to derivea modelof the component®f the infrastructure
and of the associatedsparse-timebase.Then a first classificationof the LIF will be
done, on the basisof the goalsof eachcomponent.The resultingdescriptionof the
infrastructure will be compared with the results obtained in [47].

To proceed,it is necessaryto fix a detailed model of implementationfor the
infrastructureWith respecto whatdescribedn the previouspartsof this Deliverable it
will be assumed that:
1. all WAN network communication links are at 2Mbps
2. all WAN links aredoubledand eachpacketis doubledand sentat the same
time on both links
3. atthe regionalArea Centrethereis only one ComputationalUnit which is a
highly redundant, multi CPU host on which also all ANN run
4. all host are synchronized and all PMUs send a measurement at the same time

4.2.4Component model of the Transient Stability Infrastructure

The Transient Stability Infrastructure is composed of three components:

1. PMU: thesecomponentsendevery20ms(50ms)a measurementyhich is a
setof stateinformations,for this reasorthey aresemi-opercomponentsvith
SPLIF interfacesof the type of Temporal Firewalls (i.e. State Message
Interfaces),for this analysisit is assumeda maximum of 100 of these
components in the system

2. ComputationalUnit: this single semi-closecomponents in itself composed
of sub-componentdyut at the highestlevel it is describedas a component
with a SRLIF which receives the communications from the PMU and a SPLIF
which sends commands to the remote actuators.

3. Actuator:thesecomponentgputin actionremedialcommandsit hasa SRLIF
interfaceandare (semi)closedcomponentsit is assumea maximumof 100
of these components in the system.

All these interfaces are stateful.

In this modelling of the infrastructure,the networking elementsare not considered
explicitly. They are modelledas doublecabling connectingto the ComputationalUnit

all other componentsCable failure is possibleand summarizesall possibleproblems
which can arise in the underlying complex network system,but the double cabling

infrastructureguaranteeghe single failure fault-tolerancemodel protection. If one

would introduce componentsalso for all the networking elements(routers, firewalls

etc.) the description would be quite simple in terms of SRLIF/SPLIF.

Besidesthe LIF mentionedabove,eachcomponentshould haveits own DM and CP
interface.This is so for the Computationalnit, but requiresfurther commentdor the
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PMUs and Actuators.Moreover all networking elementsnot explicitly described,do
have independent DM and CP interfaces and also an independent management network.

The PMU modelsconsideredn this projectdo not satisfy completelythe requirements
of this analysis. To adhere completely to the requirements they should
1. have two Fast-Ethernet interfaces to send the measurements
2. have independent DM and CP interfaces (some model do have an independent
CP interface)
3. be able to sendeachmeasuremenat the sametime to more than one host
using both Fast-Ethernet interfaces
OncesuchPMU modelsexist, the network configurationat the remotelocationswith
PMUs can then be upgradedto have double Fast-EtherneLAN with two routers
connectedto the two WAN circuits, so to have a fully single-failure hardware
protection.

Analogous considerationcan be done for the Actuators and the network at their
locations.

In this way the requirementthat an interface should only servea single purposeis
satisfiedby the infrastructureproposedMoreoverthe modellingas doublecable of all
network infrastructure satisfies the single-failure fault-tolerance protection model.

4.2.5Sparse-time base of the Transient Stability Infrastructure

A possibledefinition of the sparse-timanodel from the PMU point of view is very
simple:it is just asdefining a periodof 20ms(50ms)anda durationof activity of 1 ms
anda duration of silenceof 19ms (49ms).Sinceall PMUs are synchronizedthey all

sendtheir measurementat the sametime, thatis within the durationof activity, andall

concurrentstateobservationgrom different PMUs sentto the ComputationalJnit have
thesametimestamp(time of observation)lt is to benoticedthatthis doesnot meanthat
the dataare receivedby the ComputationalUnit all at the sametime and within the
durationof activity. Indeedin the TemporalFirewall mode,whichis the oneadoptedy

the PMU-ComputationaUnit communicationsa PMU pusheghe datato its CNI at the
fixed time, andthe ComputationalJnit pulls the dataarrived at its CNI againat fixed

times.

This definition of sparse-timemodel is not very convenientfor the activity of the
ComputationalUnit. Indeedin this way, the ComputationalJnit will wait 19ms(49ms)
whereadn thattime it could pull somedataandstartanalysingit. Insteadit is possible
to definefor examplea durationof activity of 0.9 msanda durationof silenceof 0.1ms.
With this definition eachPMU sendsa measuremengvery 20 (50) cyclesor intervals,
whereasthe ComputationalUnit can pull the dataarrived everyinterval, thatis every
millisecond. Moreover, this definition of sparse-timecan be adoptedalso for the
communication®etweerthe Computationalnit andthe Actuators.Indeedin this case
it IS necessaryto sendthe remedial action commandto the Actuatorsas soon as
possibleandthusit would not be goodto pauseup to 19ms(49ms)if the commands
ready in the duration of silence interval.
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4.2.6Composability

One of the requirementsof the model is that the full systembe architecturally

composable. In particular four principles must be respected:

1. IndependenDevelopmenbf Componentsthis requiresa clear distinction between
applicationarchitecturedesignand componentdesign.In this Deliverableonly the
architecturedesignis consideredand all componentsare describedin termsof the
properties of their LIF.

2. Stabilityof Prior Servicesin the casehereconsideredt meanghatnewcomponents,
PMUs or Actuators, can be added to the system without violating its architecture.

3. Performability of the Communication System: this should guaranteethat the
performancef the systemis maintainedasnewcomponentsreaddedto the system
(within the maximumnumberallowed)andthat evenat a critical instant i.e., when
all componentsrequestthe network resourcesat the same time, the specified
timelinessof all communicatiorrequestsanbe satisfied.The detailedanalysisdone
in the previous parts of this Deliverable gives this assurance.

4. Replica Determinism:when, as in the caseof this Deliverable, fault-toleranceis
achievedby the replicationof componentsthey shouldbe replica determinatedFor
what concernsthe network infrastructure,which has not explicitly modelled by
componentsthis is obviousby constructionand the time interval of the replicais
zero.Indeedredundantatais deliveredat the sametime throughthe network,andit
IS not necessaryo reconstrucbr retrievelost or corrupteddatafrom remotereplicas.
For the PMU fault-tolerancethe N-1 model hasbeenadoptedin which one PMU
stands,in the languageof this section, as a replica. If the ComputationalUnit
receivesall measurementsf a given time, the dataof the N PMU is the replica,
otherwisef the datafrom onePMU is missing,thenthe datafrom thereplicais used
instead.Again in this casethe time interval of the replicais zero.The casefor the
Actuators will be discussed below.

4.2.70perational Goals

The Goals of the Transient Stability Infrastructure are:
1. to be ableto deliver to the regional Area CenterComputationalnit within
the specifiedmaximumdelay, at leastN-1 out of N measurementsf the N
PMUs located at the remote measuring nodes
2. to have the ComputationalUnit elaboratethe data so receivedwithin the
specifiedmaximumdelayandif necessaryo sendto someremotenodesthe
remedial commands needed to correct the current problems
3. to be able to deliver, within the specified maximum delay, to the remote
nodes the remedial commands that have to be put in action.
As alreadystated,the full procedurefrom the startingof the physicalphenomenorio
the momentin which the remedialactionis effective, should completewithin 500ms.
Fromthe analysisdonein the previousPartsof this Deliverable,it hasbeenshownthat
the EXaMINE EmergencyMode canassurethatthe full procedurgakesat most640ms
for the PMUs with measurement®very 20ms, and 670ms for the PMUs with
measurements every 50ms. These maximum delays (640ms/670ms) will be then adopted
in the following analysis as the real-time constraints.

The Metalevel Specificationsof the LIFs follow easily from the goalsjust described.
The consistencyis guaranteedby the fact that the PMU LIF delivers within the
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specifiedmaximumdelay,to the ComputationalUnit the dataneededo detecta fault, in
which casethe ComputationalUnit preparesa remedial action commandwhich is
delivered to the relevant Actuators, each action always within its own specified
maximum delay.

4.2.80perational Specification of the PMU LIFs

In this sectionthe connectionbetweenthe PMU and the ComputationalUnit will be

studiedin more details. As alreadyseen,a PMU is a semi-opencomponentwhich

communicatenly with the ComputationalUnit, which is a semi-closedcomponent;
indeedboth componentsare time aware.The PMU sendsto the ComputationalUnit

stateobservationsn statemessageat fixed intervals,oneevery 20 intervals,i.e. 20ms
(or every50 intervals,i.e. 50ms).The PMU is a samplingsystemwhich, with the same
periodicity, samplesthe natural environmentthat is the electricalapparatusvhich is

supposedto monitor, elaborates,preparesand sendsthe full measuremento the
Computational Unit.

The SPLIF of the PMU is of the type of StateMessagdnterface,alsocalled Temporal
Firewall. These interfaces satisfy the following four characteristics:
1. Content:A state message contains state information
2. Flow control A statemessagas sentand receivedperiodically at a priori
known instantsthat are commonknowledgeto the senderand the receiver.
Flow control is implicit and unidirectional.
3. Delivery methodEvery state message must be delivered at-least once.
4. Error detection Error detectionis performedby the receiverbasedon the a
priori knowledge of the instant of message arrival.
In the communicatiorbetweena PMU andthe ComputationalJnit all theseproperties
arein practicesatisfied:asjust seenthe contentis a stateinformation,messagearesent
periodicallyusingUDP, eachmessageés deliveredusuallytwice, anderror detectionis
doneby the ComputationalUnit basedfor whatconcernghe real-timepropertiesof the
system,on the timestamppresentin the stateinformation and on the expectedarrival
time of the message.

The PMU components in itself composedy sub-componentdor examplethe clock is
a semi-closed sub-component which generates periodic output messages.

4.2.90perational Specification of the Computational Unit LIFs

The ComputationalUnit is the most complex object and to understandbetter its
structureandfunctionality soto be ableto guarantedts dependabilitywith respecto the
real-time propertiesof the architecture,it will be necessaryto split it in two sub-
components.

The goals of the Computational Unit are
1. to receive the data sent periodically by the PMUs
2. to detect if there is a fault
3. to prepare a remedial command in case
4. to send the remedial command.

IST - 2000 26116 EXaMINE Pager1/79



Deliverable 3.6 (v 1.1) Dependability and security aspects

It is convenient to split the Computational Unit in
3. acomponenwhich receiveshe datasentby the PMU anddetectif thereis a
fault, called Detector
4. acomponentvhich preparesa remedialcommandandsendsit to the remote
Actuator, called Resolver

The Detectorhasa CNI (CommunicatiorNetwork Interface),an hardwaredevicewhich
receiveghe datasentby the PMUs, andperiodicallypulls the informationout of it. It is
commonknowledgeof the sender(the PMU) and the receiver(the Detector)which is
the expectednterval of time*? during which the datawill be deliveredto the CNI of the
Detectorby the communicatiometworkinfrastructure(insteadthe sendinginstantsare
commonknowledgeof both). Thereasonfor whichit is knownonly aninterval of time
for the arrival time of the data,is dueto manyfactsalreadydescribedn detailsin the
previouspartsof this Deliverable.In particular,different PMU havedifferent physical
distancedrom the ComputationalJnit, so that their messagearrive at differenttimes
just becauseof the travel delays,moreoveron so long WAN circuits and through so
many devices, constancy of the jitters cannot be guaranteed.

The Detectormustoperatein a cyclic fashion,andmustbe ableto endits work in less
than20ms?® The Detectorcomprisesboththe ANN andthe realfault detectionplusall

sanity checksof the datareceivedby the PMUs. It also implementsthe PMU N-1

model. Moreover, in normal condition the Detector receives two copies of the same state
message from each PMU, it should keep the first (if sane) and discard the second.

The Detectorknows which is the currenttime, it is synchronizedwith the PMUs, and
thusit knowsthatsanestatemessagebavea timestampetweerODmsand120msago.If
thetimestamps olderthan120msago,the datacannotbe usedanymoresincethe real-
time propertywill be violated, but cananywaybe archivedfor off-line analysis.If this
happens, one full measurement is lost.

The Detector can adopt two principal strategies for elaborating the incoming data:

1. every20ms(50ms)the Detectorlooks at all datareceivedwith a timestamppof
120ms ago and elaborates it

2. every activity interval, i.e. 1ms, the Detector looks if at least N-1
measurementsvith the oldest timestampbetween0 and 120ms ago are
arrived,andif theyarethe datais elaboratedptherwiseit waits until the next
interval (obviouslywhile elaboratingthe datathe Detectordoesnot look for
the next bunch of data).

In normalconditionsthefirst strategyevenif simplerto implement,addsanextradelay
of atleast60ms,sothe secondstrategyis to preferspeciallyif the computationatime of
the Detectoris well under20ms.Indeedif the computationatime of the Detectoris just
under20ms,after a maximumdelay hasbeenreachedhe Detectorwill not be ableto
regaintime, the datathat it will elaboratewill alwaysbe of 120msago. On the other

%2 See also [48] section 5.3.2.1

% For the secondtype of PMU in principle this could be up to 50ms, but the analysisdonein the
previousPartsof this Deliverablerequiresa maximumdelayof 20msfor the Detectorfor both PMUs
models.If the secondype of PMU is adoptedthis requirementanbe modified but keepingthatthe
total maximumdelayof onecycle of the Detectorplus the maximumdelayof the Resolversumto up
to 50ms.
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hand,if the computationakime of the Detectoris well under20ms,after a maximum
delay of 120mshasbeenreached,n a few cyclesthe Detectorwill be ableto again
elaboratethe dataas soon as N-1 statemessagesurrive. This will practically always
happenf thesecondmodelof PMU with a frequencyof 20 measurementserseconds
adopted.

If the secondandmoreperformantstrategyis chosenit is quiteimportantto speedup as
muchaspossiblethe Detector.Oneeasychoiceis to parallelizeall ANN andto execute
eachone of them independentlyas soon as the next (in time order) state message
arrives?

The Detectorhasa SRLIF interfacewhich receivesthe statemessagefrom the PMUs
anda SPLIFinterfacewhich sendsdatato the Resolver.This secondSPLIFinterfaceis

a Event Messagelnterface(or Client-Server)since a messagas sentto the Resolver
only if a fault is detectedand thus not a regularintervals.Moreover, after a fault is

detectecanda messageentto the Resolverthe Detectorcontinuests cycle butit does
not send any new fault messagego the Resolverfor a minimum delay of 640ms
(670ms),plus a possibleextra estimatedtime for the effect of the remedialactionto

appearin the new measurementsThis waiting time could be zeroedif the Resolver
reportsto the Detectorthat it hasfailed to preparedsendor put in action a remedial
command.Notice that the fault messagesentto the Resolvershould containall data
necessanto the Resolverto preparea remedial command,otherwisethe Resolver
shouldbe given accesat leastto the lastmeasurementsentby the PMUs andstoredin

an archive by the Detector.

Sincethe Detectorand the Resolverare (collection of) processesunningon the same

host, the communicationsbetweenthem are through, for example, Inter-Process
Communicatior(IPC), andsatisfyall characteristicef an EventMessagdnterface.The
Resolver, basedon the a priori knowledge of the physical characteristicsof the
ElectricalNetwork andthe last measurementsentby the PMUs, shouldprepareone or
moreremedialcommandgo sendto one or moreremoteActuatorswithin 30ms? The
Resolverhasa SRLIF interfacewhich receiveshe fault messagdrom the Detectorand

a SPLIF interface which send the remedial command message to the remote Actuators.

4.2.100perational Specification of the Actuators LIFs

The interfaces between and Actuator and the Resolver sub-componentof the
Computationalnit areof the EventMessagédnterfacetype. For theremedialcommand
to be delivered within 80ms, the data is transmitted using UDP, which is not a
connectionfulprotocol and doesnot guaranteehe delivery of the datagram.Thus no
Flow Controlis doneby the networkprotocolsandit shouldbe doneat the level of the
application. Indeed Flow Control is one of the requestedcharacteristicoof a Event
Messagelnterface. Moreover, two copies of the messageare sent at the sametime
through the double network. Thus, in normal conditions the Actuator receivestwo
copiesof the samemessagedentified alsoby the timestampput by the Resolverat the
time of delivery,and,afterhavingcheckedhatatleastoneof the messagess sane the

24 Care should be taken for out-of-order state messages.
% This delaycould be lessif the secondmodelof PMU is adopted asdiscussedn the footnotein the
previous page.
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Actuatorkeepsthe first sanemessageanddeleteshe second At this point exactlyone
messagéhas beendeliveredand the Actuator shouldsendback to the Computational
Unit a short messageof acknowledgementThis messagds again doubledand sent
using UDP to the ComputationalUnit which should wait at least 160 ms from the
momentin which it sentthe remedialcommandfor this acknowledgemertb arrive. If
no messagearrivesat the ComputationalUnit within 160msfrom the momentit senta
remedialcommandmessagéo an Actuator,the ComputationalJnit shouldassumehat
its remedial command message has gone lost.

OnceanActuatorhasreceiveda remedialcommandjt shouldputit in action.After that
it shouldsendbackto the ComputationalJnit a secondmessagestatingif the remedial
actionhasbeensuccessfullymplementedr not. This extrainformationcould be useful
to the Resolverfor deciding future remedialcommand.This secondmessageshould
reachthe Resolversub-componenof the ComputationalUnit within 610ms(640ms)
from the momentthe remedialcommandhas beenfirst sentto the Actuator, that is
before the Resolver will start to prepare, in case, a new remedial command.

Oncethe Actuatorhasreceiveda remedialcommandjt shouldnot acceptnewremedial
commandgor aminimumdelayof 640ms(670ms) plusa possibleextraestimatedime
for the effectof the remedialactionto appeain the new measurementsf the Actuator
fails to put in action the remedial command, it should zero this waiting time.

It remainsto discussthe single failure fault-toleranceof the Actuators.First of all, the
regionalArea ComputationalUnit knowsatany giventime which PMUs areactive,and
reachablevia the network, sinceevery 20ms(50ms)it shouldreceivea measurement
from them. Thus it could be stipulated that if the Computational Unit does not receive M
consecutivaneasurementfor exampleM=10) from a PMU, thenit could declarethe
thatPMU temporarilyat fault/unreachabldnsteadthe interfacesn the communications
betweenthe ComputationalUnit andthe Actuatorsare of the EventMessagédype, it is
thensuggestedhat keep-alive messagesare exchangedetweenthe Actuatorsandthe
ComputationalUnit so that the ComputationalUnit is awareof the statusof all the
Actuatorsat the momentof the preparatiorof a remedialcommandlt shouldbe noted
thatthis is differentfrom the DiagnosticandManagemen{DM) Interface,which is not
usedin normalcomponenbperation,but is only aninterfacefor the serviceengineers.
Due to the real-time nature of the physical processesit is not possibleto have the
informationof a fault to be sentfrom the DM interfaceto the engineerwho manually
will reconfigurethroughthe CP interfacethe ComputationalUnit. Thusthe components
should exchangethe minimum necessarystatusinformation in real-time using their
usualLIF interfacesFinally, for what concernghe single failure fault-toleranceof the
Actuators, the algorithm of the Resolversub-componentf the ComputationalUnit
shouldadopta N-1 model,thatis be ableto generatea setof remedialcommandsven
if one of the Actuators is at fault or unreachable.
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6 List of Acronyms

3DES Triple Data Encryption Standard

AAL ATM Adaptation Layer

AES Advanced Encryption Standard

AH Authentication Header, an IPSEC mode
ANN Artificial Neural Networks

ARP Address Resolution Protocol

ATM Asynchronous Transfer Mode (a layer 2 network protocol)
bps bit per second

CcC Communication Controller

CDN Direct Numerical Circuit

CEF Cisco Express Forwarding

CNI Communication Network Interface

CP Configuration Planning LIF

CPU Central Processor Unit

CRC Cyclic Redundancy Check (checksum)

CSU/DSU Channel Service Unit/Data Service Unit

DCE/DTE Data Communications Equipment/Data Terminal Equipment

DH Diffie-Hellman key exchange algorithm

DM Diagnostic and Management LIF

DSL Digital Subscriber Line

DSoS Dependable Systems of Systems

DWDM Dense Wavelength Division Multiplexing (fiber-optic transmission technique that
employs light wavelengths to transmit data parallel-by-bit or serial-by-character)

ETSO European Transmission System Operators

ESP Encapsulating Security Payload, an IPSEC mode

GPS Global Positioning System

HDSL High bit-rate Digital Subscriber Line

I/O Input Output

ICCP Inter Control Center Communications Protocol

ICMP Internet Control Message Protocol

IMA Inverse Multiplexing over ATM

I0S Cisco 108 Software is a feature-rich, network systems software for Cisco Routers that
provides a common IP fabric, functionality and command-line interface (CLI) across
a network

IP Internet Protocol

IPC Inter Process Communication

IPSEC IP Security, a complex IETF protocol to secure IP communications

ISDN Integrated Service Digital Network
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Kbps
LAN
Lambda F.
LIF
MD5
MAC
Mbps
MPLS
MTU
NIDS
0s
osl
PIX
POP
PMU
PPP

PVC
RAM
RPC
RT
SHA1
SDH
SNMP
SPLIF
SRLIF
SSH
SONET
TCP
UDP
VC
VPN
WAN
WCET
WLAN

Kilo bit per second

Local Area Network

A frequency on a multi frequency optical fiber

Linking InterFace

Message Digest version 5

Media Access Control (Ethernet) address

Mega bit per second

Multi-Protocol Label Switching (a layer 2 and 3 switching network protocol)
Maximum Transmission Unit (RFC 1191) usually 1500Bytes for Ethernet
Network Intrusion Detection System

Operating System

Open Systems Interconnection (ISO standard)

Cisco appliance firewall

Point Of Presence

Phase Measurement Unit

Point-to-Point Protocol (multilink-ppp uses more than one physical channel to connect
the two end-points; Link-Interleaving allows to multiplex packets on the same
multilink-ppp connection so that small packets can pass ahead of big ones)

Permanent Virtual Circuit

Random Access Memory

Remote Procedure Call

Real Time

Secure Hash Algorithm version 1

Synchronous Digital Hierarchy (ETSI standard for transmission on optical fibers)
Simple Network Management Protocol

Service Providing LIF

Service Requesting LIF

Secure Shell (secure replacement for Telnet)

Synchronous Optical NETwork (ANSI standard for transmission on optical fibers)
Transmission Control Protocol

User Datagram Protocol

Virtual Circuit

Virtual Private Network

Wide Area Network

Worst Case Execution Time

Wireless Local Area Network
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